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Abstract

Blockchain promises records that can never be changed. In healthcare, this is often sold as a way to make data trustworthy. Here, the author 
argues that an unchangeable record solves only one part of the problem. It proves nobody altered the record after it was written. It does not 
prove the record was correct, identify who is responsible for it, or allow a patient to challenge a decision that turns out to be wrong. Using 
data-integrity rules already standard in regulated medicine, the author asserts that correcting mistakes and seeking a remedy are essential 
to the trust that blockchain in healthcare is meant to deliver.
•	 An unchangeable record proves only that data were not altered later, not that data were correct to begin with.
•	 Trustworthy medical systems must let errors be corrected while keeping a permanent, attributed trail of each correction.
•	 Europe’s right to erasure and the European Union Artificial Intelligence (EU AI) Act both assume records can change and decisions 

can be contested.
•	 A permanent record of a wrong decision that nobody can appeal protects the record, but it does not protect the patient.
•	 Regulated medicine solved this decades ago: append the correction, attribute it, timestamp it, and leave the original visible.
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Immutability does one thing, and it does it completely. It 
guarantees that no one cheats the record. Once a value is 
written and the block is sealed, no administrator, vendor, 

or state actor can quietly reach back and change what was said. 
For a field that grew up and became resilient through data-in-
tegrity scandals, falsified trial data, backdated approvals, and 
the long catalog of reasons the US Food and Drug Adminis-
tration’s electronic records rule, 21 CFR Part 11, exists at all,¹ 
that is not a minor guarantee.

The trouble starts when the floor gets sold as the building.
Much of the enthusiasm I read in this field treats immuta-

bility as though it were trust itself, rather than the first and 
easiest of trust’s requirements. I understand the appeal. When 
you have spent a career watching records get altered, a record 
that cannot be altered feels like the answer to everything. But 
the question a system in medicine actually has to survive is 
not only “Did someone tamper with this?” But mostly “What 
happens when this is wrong?” Those are different questions, 
and the architecture that ensures the first one beautifully is, by 
nature and construction, at war with the second.

I work on a framework I call Trust Architecture, seven struc-
tural functions that every trustworthy system performs before 
it earns the right to become invisible, drawn comparatively 
across pharmaceutical regulation, aviation, banking, and 
nuclear safety. The seven are provenance, verifiability, account-
ability, reversibility, legibility, recourse, and surveillance. They 
cluster: provenance and verifiability are the is-it-what-it-claims 

pair; accountability and reversibility ask whether the thing 
can be answered for and undone; legibility and recourse ask 
whether the human affected by it can see what happened 
and obtain a remedy. Surveillance stands alone, the popula-
tion-level function that catches the slow harm that no single 
patient would notice in themselves.

Immutability serves the first pair and is close to nothing else. 
It makes provenance tamper-evident and verification cheap. 
That is its whole gift, genuine and real.

But notice what it stays silent on. It tells you the value was 
not altered after it was written. It tells you nothing about 
whether the value was right when it was written. Garbage in 
is garbage in, now preserved forever and harder to challenge 
precisely because the ledger lends it the authority of perma-
nence. A wrong number that no one can change is not more 
trustworthy than a wrong number someone can correct. It is 
actually less.

And on the functions that matter most, when something has 
already gone wrong (and being healthcare, a human science, 
that will inevitably happen), immutability is not merely silent. 
It is hostile. Its entire value proposition is that the past cannot 
be undone, which is the exact opposite of what reversibility 
and recourse require.

Here is what the people selling immutability into healthcare 
tend to miss because many have not lived inside the thing they 
want to improve. The records I keep in a Good Manufacturing 
Practice (GMP) environment are sometimes wrong. A value is 
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mistranscribed, a batch result is later invalidated, and a devia-
tion is raised against a record that looked correct on Tuesday 
and was understood to be an error by Friday. That happens 
far more often than the vendors imagine. The regulated world 
has spent decades on this precise problem, and the standard it 
reached, ALCOA+, the data-integrity principle I work under 
every day,2 does not ask for immutability. It asks for records 
that are attributable, legible, contemporaneous, original, and 
accurate; and in the plus, complete, consistent, enduring, and 
available. Complete is the one that matters here. A complete 
record includes the correction.

The regulated world’s answer, in other words, is a record 
that is correctable and a correction that is permanent. Immu-
tability offers only the second half  and calls it the whole deal. 
The people who designed data-integrity regulation faced the 
immutability question a long time ago, and chose against it, 
on purpose, because they understood that a system you cannot 
correct is not a safe system. It is an efficient way to make a 
mistake permanent.

In Europe, this stopped being a matter of engineering taste 
and became a matter of law. Article 17 of the General Data 
Protection Regulation (GDPR) gives a person the right gives 
a person the right to have their personal data erased.3 A ledger 
that has written that data into sealed, replicated blocks cannot 
honor that right without breaking the very property that made 
it a ledger.

This is not a puzzle a clever lawyer dreamed up. It is a struc-
tural collision between a regulation, built on the premise that 
records about people must stay correctable, and an architec-
ture built on the promise that records can never change. The 
EU AI Act presses harder still, requiring human oversight and 
a route for an affected person to contest an automated deci-
sion.4 Recourse and reversibility are not soft preferences in 
this framework: they have statutory names, and immutability 
clashes with both.

Beneath the law, there is the patient. Recourse is the func-
tion whose absence the post-mortem always finds. The Tuske-
gee study was not a failure of record-keeping; the records were 
meticulous.5 It was a failure of recourse; the people harmed 
had no mechanism to halt what was being done to them. It 
is no accident that modern Good Clinical Practice was built 
afterward to require exactly that: informed consent and the 
right to withdraw.6 A flawlessly preserved record of a decision 
the affected person cannot appeal is not a triumph of trust. 
It is a flawlessly preserved injustice. Immutability without the 
rest of the architecture does not protect the patient; it protects 
the record of what was done to the patient, which is a different 
thing, and on a bad day, actually the opposite thing.

So, I would offer this field a reframe, as someone who wants 
it to succeed rather than someone throwing stones from the 
outside.

Trust is not the absence of error. Nothing that touches med-
icine promises the absence of error. Trust is what survives error, 
the capacity of a system to be answered for, to be undone, to be 
contested by the person it falls on. A system engineered to make 
the past unchangeable has, with real good intentions, engineered 
away the mechanism by which trust survives being wrong.

Immutability guarantees the floor. It does not get to bypass 
the rest of the building. The question worth putting to anyone 

deploying a permanent ledger in medicine is not how to make 
the record more permanent, because that capability already 
exists. It is the harder one that immutability cannot answer 
on its own: what happens to the patient when the permanent 
record is wrong?
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