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Abstract 

The  “BlockCare” addresses the growing challenge of  managing and accessing personal health records scattered across vari-
ous healthcare providers. Patients often struggle with fragmented and inaccessible health information, leading to delays and 
potential errors in their care.1,2 We have expanded the system’s technical architecture to ensure interoperability and compliance 
with global healthcare regulations. BlockCare offers a secure, centralized platform where users can store, manage, and easily 
access their complete health data, including medical history, lab results, and treatment records.3,4 Detailed security mechanisms 
such as cryptographic hashing, multi-signature authentication, and a decentralized access control model have been incorporated.5 
Utilizing advanced encryption and robust authentication methods, the app ensures the highest level of  data privacy and secu-
rity.6,7 It  integrates seamlessly with different healthcare systems, providing real-time updates and allowing users to share their 
information effortlessly with healthcare professionals.8 The intuitive interface simplifies the process of  retrieving and managing 
health records, empowering patients to make informed decisions about their care and improving overall care coordination.9,10 
The manuscript now discusses compliance with Health Insurance Portability and Accountability and General Data Protection 
Regulation, ensuring legal and ethical handling of  sensitive health data.11 Countries like Greece, where comprehensive regulatory 
frameworks for electronic health record (her) adoption are still emerging, could greatly benefit from decentralized health record 
solutions like BlockCare.
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BlockCare addresses the pervasive issue of fragmented 
personal health records by offering a secure, central-
ized platform designed for comprehensive health data 

management and access.12 This version expands on the block-
chain consensus mechanism used—Proof of Authority—to 
ensure high efficiency while maintaining data integrity. By 
consolidating vital components such as medical history, labo-
ratory results, imaging studies, and treatment records into one 
cohesive location, BlockCare empowers users to take charge of 
their health information.

Its commitment to privacy and security is an example of the 
standout features of BlockCare. The platform employs advanced 
encryption protocols, decentralized storage mechanisms, and 
smart contract-based authentication, ensuring that sensitive 
health data remain protected against unauthorized access. This 
level of security is crucial in maintaining user trust, particularly 
as concerns about data breaches in healthcare continue to rise.13 

Integration is another key aspect of the functionality of 
BlockCare. The app seamlessly connects with various health-
care systems and providers, enabling real-time updates and 
facilitating easy sharing of information with healthcare 

professionals.14,15 This interoperability is achieved through 
standardized Application Programming Interfaces (APIs), 
including Fast Healthcare Interoperability Resources [FHIR] 
and Health Level Seven [HL7], ensuring compliance with 
global health data standards.16,17 BlockCare’s user-friendly 
interface simplifies the often complex process of record man-
agement. Patients can easily navigate the platform to upload 
documents, track vaccinations, manage prescriptions, and 
view test results—all in one place. This accessibility enhances 
the patient experience and encourages individuals to engage 
more actively in their healthcare journey. Moreover, BlockCare 
is designed to empower patients by providing them with tools 
and resources to make informed health decisions. Users can set 
health goals, monitor progress, and access educational mate-
rials tailored to their specific needs.6 This proactive approach 
fosters a sense of ownership over one’s health, which is linked 
to improved outcomes and greater patient satisfaction.

Ultimately, BlockCare aims to enhance patient out-
comes and streamline healthcare management by bridging 
the gaps in health information. By providing a centralized, 
secure platform for managing health data, it improves care 
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coordination and supports a more patient-centric approach 
to healthcare. As the landscape of  healthcare continues to 
evolve, platforms like BlockCare are essential in ensuring 
that individuals have the resources they need to navigate 
their health effectively.

Objectives
The objectives for this report are listed in Table 1.

Motivation
In today’s complex healthcare landscape, patients often face 
significant challenges due to fragmented health records scat-
tered across various healthcare providers, specialists, and 
facilities. This disjointed system can lead to delays in care, 
increased medical errors, and a lack of comprehensive under-
standing of a patient’s health history. As a result, healthcare 
professionals might not have access to complete information 
when making critical decisions, which can negatively impact 
patient outcomes.

BlockCare aims to address these challenges by providing a 
secure, centralized platform for patients to manage and access 
their complete health data. Our vision is to empower patients 
with the tools they need to take charge of their health by facil-
itating seamless communication between various healthcare 
stakeholders.18 By consolidating records from different pro-
viders, we aim to eliminate the silos of information that often 
hinder effective care coordination.

Our goal is to simplify record management by offering a 
user-friendly interface that allows patients to easily upload, 
organize, and retrieve their health information. This central-
ized access will improve the accuracy of  medical records and 
enhance the efficiency of  care delivery. With a comprehensive 
view of  their health data, patients will be better equipped to 
engage in informed discussions with their healthcare pro-
viders, leading to more personalized and effective treatment 
plans.19

Moreover, by streamlining health record management, 
BlockCare can contribute to better overall healthcare coordi-
nation. Our platform facilitates data sharing among providers, 
ensuring that everyone involved in a patient’s care has access to 

the necessary information. This holistic approach can reduce 
duplication of tests, minimize the risk of adverse drug interac-
tions, and ultimately lead to improved health outcomes.

In summary, BlockCare seeks to revolutionize the way 
patients manage their health information by providing a 
secure, accessible, and centralized platform.20 By enhanc-
ing record management and fostering better communication 
among healthcare providers, we aim to improve individual 
patient experiences and drive positive changes in the health-
care system.

Literature Survey
This article emphasizes the importance of understanding 
user needs and the role of innovations, such as gamification 
and wearable technology, in increasing user engagement and 
awareness of health issues. Additionally, it touches on the use 
of structured and unstructured data, the potential of block-
chain technology for security, and the necessity for ongoing 
research to address existing disadvantages, such as data pri-
vacy concerns and system accessibility in developing coun-
tries. As noted in Greece, where a lack of centralized electronic 
health record (EHR) infrastructure and readmission policies 
persists, there remains a critical need for systems like Block-
Care that offer secure, interoperable, and patient-centric data 
management.

Overall, the introduction sets the stage for a detailed explo-
ration of EHR systems, their innovations, and their impact on 
healthcare delivery.3 The goal of the incentives is to improve the 
quality, efficiency, and cost-effectiveness of healthcare delivery 
to Medicare/Medicaid patients. The programs “provide incen-
tive payments to eligible professionals, eligible hospitals, and 
critical access hospitals as they adopt, implement, upgrade, or 
demonstrate meaningful use of certified EHR technology.”1

Healthcare providers who treat Medicare/Medicaid patients 
face penalties—in the form of reduced payments for services—
if they fail to comply with meaningful use requirements.5 
This  report focuses on predicting early readmission risk, 
defined as readmission within 30 days of discharge. Reducing 
such rates can improve cost efficiency by avoiding additional 
medical and administrative costs.

Table 1.  Objectives for this report

Report objective Application

Ensure secure data storage. Implement blockchain’s security features to guarantee the integrity and confidentiality of sensitive health 
information, enabling authorized users (patients, doctors, and hospitals) to access and share health records with 
appropriate consent mechanisms.

Facilitate access and sharing of health data. Allow authorized users to efficiently access and share health records while providing control over permissions 
through secure blockchain mechanisms.

Maintain data privacy and ownership. Ensure patients retain ownership of their health data, using encryption and smart contract-based access control to 
protect privacy while allowing data sharing only when necessary.

Enhance data integrity and traceability. Utilize blockchain’s immutable ledger to track changes and maintain a complete history of interactions with health 
records, ensuring transparency and accountability to prevent fraudulent activities.

Improve interoperability among health 
systems.

Develop a system that seamlessly integrates with existing healthcare databases and hospital systems, facilitating 
efficient data sharing without centralized intermediaries.

Automate processes through smart 
contracts.

Use smart contracts to automate processes like consent management, billing, and claims processing, increasing 
efficiency and reducing manual intervention.

Automate processes through smart 
contracts.

Use smart contracts to automate processes like consent management, billing, and claims processing, increasing 
efficiency and reducing manual intervention.

Provide data analytics for health insights. Enable analytics capabilities that offer users insights into their health data.

https://doi.org/10.30953/bhty.v8.381


3Citation: Blockchain in Healthcare Today 2026, 8: 381 - https://doi.org/10.30953/bhty.v8.381
(page number not for citation purpose)

Blockchain to protect medical records

Although Greece currently lacks a regulatory frame-
work for patient readmissions and centralized EHRs, this 
gap highlights the urgent need for secure and interoperable 
health data systems. BlockCare addresses this by offering 
a decentralized solution that could serve as a model for 
countries like Greece, aiming to modernize their health-
care infrastructure.6 Potential benefits include increased 
preventive care, easier chronic disease management, evi-
dence-based clinical guidelines, and rapid remote access 
to patient information. The EHRs contribute to improved 
job satisfaction by reducing repetitive tasks and adminis-
trative burdens. Data entry options such as voice recogni-
tion, templates, and handwriting recognition help optimize 
the system’s usability.7 The literature survey in this article 
reviews various studies and advancements in the field of 
EHRs and cloud computing within healthcare systems. It 
highlights the slow adoption of  EHRs due to challenges, 
including high cost, data security concerns, and the reliance 
on traditional paper-based methodologies,10 frameworks, 
and methodologies for managing EHRs and medical data. 
It highlights the importance of  data interoperability and the 
use of  crowdsourcing for efficient data analysis in health-
care systems.9 The EHR landscape focuses on security, pri-
vacy, data mining, and user acceptance. It highlights the 
exponential growth in related publications over the past 3 
years, indicating rapid advancements in EHR technology.8

The integration of blockchain technology in EHRs highlights 
its potential for enhancing data security, privacy, and decentral-
ized management. It discusses existing research, challenges, and 
opportunities for improving healthcare information systems 
through innovative solutions.4 It explores a blockchain-based 
EHR framework using smart contracts to address issues in 
medical data sharing, security, and accessibility. It proposes a 
system involving all stakeholders for secure, interoperable health 
data management in healthcare.2 EHR systems, combined with 
predictive analytics, data mining, and machine learning, are 
increasingly being used in healthcare to improve data quality, 
enable advanced analytics, support predictive modeling, and 
deploy intelligent clinical decision-support systems.

Methodology
Existing Methodology
Currently, the management and access to personal health 
records are fragmented across different healthcare systems, 
creating significant challenges for both patients and providers. 
The lack of a unified, immutable ledger results in inefficien-
cies, redundant testing, and increased medical errors. Health 
records are typically stored in separate systems, or silos, by 
individual healthcare providers such as hospitals, clinics, and 
labs, making it difficult to have a comprehensive view of a 
patient’s medical history.21,22 

Patients often need to request their records manually 
from each provider, which is time-consuming and can result 
in incomplete or delayed information. Additionally, there is 
limited interoperability between EHR systems, meaning data 
cannot be transferred easily from one provider to another. 
This lack of integration leads to inefficiencies, such as redun-
dant testing, inaccurate diagnoses, and poor communication 
between providers.

Some healthcare institutions offer patient portals where 
individuals can access specific health records, such as labora-
tory results or prescriptions, but these portals are typically lim-
ited to one provider’s system.23 As a result, patients may have 
to juggle multiple logins and interfaces to access different parts 
of their medical history. Privacy and security concerns also 
arise with current systems, as ensuring the secure exchange of 
health data while complying with regulations like the Health 
Insurance Portability and Accountability Act (HIPPA) or the 
General Data Protection Regulation (GDPR) is a complex 
challenge. Unauthorized access, data breaches, and the lack of 
secure sharing methods further complicate the existing health 
data management landscape. Existing EHR systems often 
operate as centralized databases controlled by individual insti-
tutions or providers. While they store patient data, they lack 
seamless integration with other systems. This fragmented land-
scape complicates data sharing, necessitating manual retrieval 
from various providers, which is time-consuming and prone 
to error. Furthermore, privacy and security concerns persist 
due to the centralized nature of these systems, making them 
susceptible to breaches and unauthorized access.24

Proposed Methodology
To overcome these challenges, the proposed solution is Block-
Care, a secure, decentralized platform designed to consoli-
date personal health records from various providers into one 
accessible location. This platform will integrate with health-
care systems using standard APIs (such as FHIR and HL7) 
to ensure real-time updates and seamless synchronization of 
patient records across hospitals, clinics, labs, and other health-
care entities. By providing a unified repository of medical his-
tory, laboratory results, prescriptions, and treatment plans, 
BlockCare will offer patients and providers a complete view 
of health data, thus improving care coordination and reduc-
ing redundancies in the healthcare process.25 BlockCare will 
prioritize security, using advanced encryption to protect data 
both in transit and at rest, while also implementing multifac-
tor authentication and role-based access controls to ensure 
only authorized users can access sensitive information.26 It will 
comply with regulations such as HIPAA and GDPR to main-
tain the highest standards of data privacy. The platform’s user-
friendly interface will empower patients by simplifying the 
management of their health records, allowing them to upload 
personal data, track health trends, and share information with 
healthcare professionals securely.

Data flow within the BlockCare system is designed to be 
seamless and efficient. When a patient uploads their health data, 
such as medical history, test results, or prescriptions, they are 
stored securely on the Interplanetary File System (IPFS). Each 
upload is linked to the Ethereum blockchain, where transaction 
details, such as time, date, and participants, are recorded.

Healthcare providers wishing to access a patient’s record 
must request access, which is governed by the smart con-
tract system. Once granted, healthcare providers can securely 
retrieve the patient’s health information from IPFS, ensuring 
that it is accurate and up-to-date. BlockCare’s architecture also 
supports interoperability with existing healthcare systems.27,28 
By using standard protocols such as FHIR and HL7, the sys-
tem allows for the exchange of health data across different 
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institutions, ensuring that no data silos remain. This interoper-
ability facilitates a smoother exchange of information, improv-
ing care coordination and ensuring that healthcare providers 
have access to the most current data.

In addition to these features, BlockCare prioritizes scalabil-
ity and flexibility. The platform is designed to grow with the 
needs of the healthcare sector, allowing for the addition of 
more healthcare providers, data sources, and users over time.29 
As the healthcare industry continues to evolve, the modular 
design of BlockCare ensures that the system can be easily 
adapted or expanded to meet new requirements without com-
promising security or data integrity. The decentralized nature 
of the system, combined with blockchain technology, guaran-
tees that as the platform scales, it remains secure and efficient.30 
By utilizing blockchain technology and decentralized storage, 
the system ensures that health data remain secure, transparent, 
and easily accessible. BlockCare’s architecture consists of sev-
eral key components, each designed to meet the specific needs 
of healthcare data management.

At the core of BlockCare’s architecture is the blockchain layer, 
which uses Ethereum to ensure decentralized access control and 
data validation.31 This layer guarantees that all transactions related 

to patient health records, such as updates or access requests, are 
recorded immutably on the blockchain, providing a transparent 
and auditable history of each patient’s medical data.27 The block-
chain ensures that once a transaction is recorded, it cannot be 
altered, which guarantees data integrity. The system also incor-
porates a smart contract layer, which automates functions like 
consent management, data sharing permissions, and authoriza-
tion requests. These smart contracts ensure that health data are 
only accessible to authorized individuals, with patients having full 
control over who can access their information.28

The block diagram (Figure 1) represents a block-
chain-based EHR management system that ensures secure, 
decentralized, and privacy-compliant medical data storage 
and sharing. It consists of  multiple interconnected layers. 
The Input Layer includes stakeholders such as patients, 
doctors, and diagnostic centers who interact with the sys-
tem to access and manage health records. The Middle 
Layer facilitates authentication and secure access through 
a web application (ReactJS UI) and MetaMask, which han-
dles blockchain transactions. Data are stored in the IPFS, 
enabling decentralized file storage and retrieval for effi-
cient medical record management.32 The blockchain Layer 

Fig. 1.  Block diagram for the BlockCare system.36 GDPR: General Data Protection Regulation; HIPPA: Health Insurance Portability and 
Accountability Act; IPFS: interplanetary file system.
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utilizes the Ethereum blockchain for access control, data 
sharing, and validation through smart contracts, ensuring 
security and immutability of  health records.33 The Security 
& Compliance Layer enforces HIPAA and GDPR compli-
ance, ensuring adherence to data privacy regulations and 
continuous monitoring of  sensitive health information.34 
By integrating blockchain and IPFS, the system enhances 
interoperability, security, & transparency in EHR man-
agement while maintaining regulatory compliance & user 
accessibility.

The data demonstrate the feasibility and efficiency of our 
blockchain-based solution in real-world scenarios.

The proposed BlockCare model outperforms both tradi-
tional EHR systems and existing blockchain-based solutions 
by optimizing security, interoperability, and efficiency. It also 
ensures compliance with healthcare regulations without com-
promising blockchain immutability (Table 2).35

Results
The BlockCare project successfully implemented a block-
chain-based system for managing digital health records, addressing 
several key challenges in data security, privacy, and accessibility. 
The integration of blockchain technology ensured that all health 
records were stored in an immutable and tamper-proof manner, 
significantly enhancing data integrity. This decentralized approach 
eliminated the risks associated with central databases, such as 
unauthorized alterations or data breaches, providing a transparent 
and secure environment for health record management. Moreover, 
the system empowered patients by offering them full control over 
their health data through smart contracts (Table 3).

Patients could easily manage who had access to their records, 
granting or revoking permissions in real time.37 This ensured 
that privacy was maintained, as only authorized healthcare 
providers could access the data, addressing privacy concerns 
that are prevalent in traditional health record systems.

The project also facilitated seamless data sharing among 
healthcare providers. With blockchain-enabled consent manage-
ment, the sharing process was streamlined, allowing hospitals 
and doctors to access up-to-date patient information securely 
and efficiently. This improved collaboration between health-
care institutions and resulted in more coordinated patient care. 
Finally, the system proved to be scalable and efficient, capa-
ble of handling a growing number of users and healthcare 
records. The modular design allowed for easy expansion and 
adaptability, making the system suitable for widespread use 
across healthcare institutions. Overall, the BlockCare project 
demonstrated the potential of blockchain technology to trans-
form digital health record management, offering a secure, user- 
friendly, and scalable solution.38

Future Trends
Blockchain in healthcare is poised to bring transformative 
changes. As the technology continues to mature, its potential 
for improving data security, patient privacy, and interopera-
bility will expand. One major trend is the increasing push for 
global interoperability, where blockchain enables seamless 
data exchange between healthcare systems across borders. 
This will eliminate data fragmentation, improving care coordi-
nation and efficiency. Additionally, decentralized models, such 
as Decentralized Autonomous Organizations, could reshape 
the way health data are managed, giving patients more control 
over their information, and how it is shared.

The tokenization of health data is another promising devel-
opment, allowing patients to control and potentially monetize 
access to their medical records in a secure, transparent manner. 
Integrating blockchain with artificial intelligence will enhance 
data analysis, helping healthcare providers gain more in-depth 
insights while maintaining data security.39,40 Moreover, block-
chain will play a crucial role in improving the transparency of 
pharmaceutical supply chains, helping to ensure the authen-
ticity of drugs and reducing fraud. Finally, as concerns about 
privacy grow, blockchain will offer enhanced privacy solutions 
through better consent management, enabling patients to have 
more control over who accesses their data. These trends suggest 
a future where blockchain not only strengthens data security but 
also empowers patients and healthcare providers alike.

Conclusions
BlockCare significantly simplifies health record management by 
providing a secure, patient-centric, and regulation-compliant, cen-
tralized platform for patients, healthcare providers, and institu-
tions. This system enhances data accessibility, ensuring that vital 
health information is readily available when needed, which 
leads to better coordination among healthcare providers. This 
level of accessibility promotes more informed decision-making, 
improved diagnoses, and more personalized treatment plans, ulti-
mately contributing to enhanced patient care. One of the stand-
out benefits of BlockCare is its ability to empower patients. By 
giving individuals control over their medical records, BlockCare 

Table 3.  Experimental results and analysis 

Test scenario Patient record 
retrieval

Smart contract 
execution

Cross-provider 
data exchange

Execution Time 
(milliseconds)

150 210 275

Gas Cost 
(ETH—Ethereum)

0.002 0.003 0.005

Security Rating High High Moderate

Sample Size 500 500 500

Environment Cloud & private 
Ethereum 
network

Cloud & private 
Ethereum 
network

Cloud & private 
Ethereum 
network

Limitations Network latency 
occurs during 
data retrieval.

Storage issue 
in repetition of 
redundant data.

Developer 
restrictions at 
some healthcare 
domains.

The data demonstrate the feasibility and efficiency of our blockchain-based solu-
tion in real-world scenarios.

Table 2.  Comparison with existing solutions

Feature BlockCare Traditional EHR

Data Security High Medium

Interoperability High Low

Compliance HIPAA, GDPR Limited

Transaction Speed Optimized (PoA) Centralized

GDPR: General Data Protection Regulation; HIPAA: Health Insurance Portability 
and Accountability Act; EHR: electronic health records; PoA: Proof of Authority.
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encourages patients to actively engage in their healthcare journey. 
This engagement can foster better health outcomes through pro-
active management of chronic conditions, medication tracking, 
and timely updates to health records.

Additionally, BlockCare enhances emergency readiness. In 
critical situations, where time is of the essence, having imme-
diate access to a patient’s health history, allergies, medications, 
and conditions can be lifesaving. Medical professionals can 
act quickly with confidence, knowing they have accurate infor-
mation, which can make all the difference in emergency care. 
Despite these advantages, challenges remain. Integrating Block-
Care with existing hospital systems and EHR platforms can be 
complex, often requiring extensive coordination between vari-
ous IT teams. Additionally, user adoption, particularly among 
older populations or those less familiar with technology, can 
pose hurdles. Healthcare providers may also be slow to adopt 
the system due to the learning curve and the need for training.
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