BLOCKCHAIN’

I N —

HEALTHCARE

TODAY
PLATFORM APPROACHES IN HEALTHCARE

NARRATIVE, SYSTEMATIC REVIEW, META-ANALYSIS
Harnessing Blockchain to Transform Healthcare Data
Management: A Comprehensive Research Agenda

Horst Treiblmaier, PhD'®, Abderahman Rejeb, PhD?* ®, Mike Gault, PhD? ®, Anjum
Khurshid, PhD*, Alex Norta, PhD® @, Jim Poteet, BS® and Suresh Sivagnanam’

'Full Professor; School of International Management, Modul University Vienna, Vienna, Austria; 2Faculty of Business
Economics, Széchenyi Istvan University, Gyér, Hungary; *Guardtime, Lausanne, Vaud, Switzerland; “Sentinel Program
and Faculty, Department of Population Medicine, Harvard Pilgrim Health Care Institute and Harvard Medical School,
Boston, Massachusetts, USA; *Dymaxion OU, Tallinn University, Tallinn, Estonia; ¢Technology and Operations Leader,
Oracle Cerner, Overland Park, Kansas, USA; "Healthcare and Higher Education, Talents Squared Limited, London, UK

Corresponding Author: Horst Treiblmaier; Email: horst.treiblmaie@modul.ac.at
DOI: https://doi.org/10.30953/bhtyv7.30 |

Keywords: blockchain, distributed ledger; healthcare, healthcare data, panel discussion, research agenda

Abstract

Properly managing healthcare data is a complex endeavor that must balance the requirements and interests of
many stakeholders. In this paper, we present the findings from a panel discussion with healthcare professionals
and academics, who elaborate on the current situation in healthcare data management as well as the future role
that blockchain could play in this sector. Based on the findings of this panel, we structure the research field of
healthcare data management and provide numerous avenues for future research. The outcome is a framework
that highlights the important role of healthcare data and puts them into context. From a patient’s perspective,
we specifically elaborate on trust and privacy as well as the expected benefits.

Additionally, four important data aspects are identified: integrity, security, interoperability, and, finally, shar-
ing and transfer. We also outline the importance of current problems and derive several relevant and timely
research questions that build the foundation of a research agenda for blockchain-driven innovation in health-
care data management. In summary, the framework will inform practitioners of blockchain’s potential in
healthcare and structure the area for researchers, who are called upon to investigate the respective topics in
greater detail.
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a profound development triggered by digital transfor-

mation and accelerated by the COVID-19 pandemic.
Technologies, such as the internet of things (IoT), artificial
intelligence (AI), and blockchain, as well as the interplay
among them, have caught the attention of academics and
practitioners.! In this article, we focus on blockchain and
its impact on healthcare data management. As pointed
out in a comprehensive literature review by Dionisio
et al.,? two types of blockchain applications must be dif-
ferentiated: patient based and entity based. Examples of
the former include facilitating access to patient data for
authorized entities and managing a patient’s prescription
history while maintaining data privacy and security. From

In recent years, the healthcare industry has undergone
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an entity viewpoint, it is especially the accuracy of data
management that can help to avoid patient misidentifi-
cation and the duplication of medical records, as well as
ensure the provenance of data sources.

The relevance of blockchain for managing secure
and sharable electronic medical records was highlighted
several years ago,® but despite numerous promising appli-
cations and creative use cases, many barriers remain to be
overcome to exploit the technology’s potential fully and
to develop solutions, which simultaneously consider the
privacy of the patients while allowing medical facilities to
access accurate, complete, and timely data they need for
providing high-quality services. In a recent meta-analysis,
Krishnasamy and Gopalakrishnan.* sum up the current
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situation: “...even though the technology is still matur-
ing, this effort demonstrates and underscores the need for
healthcare enterprises to take a broader and bolder look
into the blockchain and allied emerging technologies.”

In this article, we follow this call for action by scruti-
nizing the important role of healthcare data management
and how blockchain can contribute to improving exist-
ing systems. We aim to compile and structure promis-
ing research avenues that can serve as starting points for
future research projects and summarize and highlight the
most important topics for practitioners.

Literature Review

In this era, blockchain technology stands as a seminal inno-
vation that offers efficiency in operational and regulatory
verification as well as visibility across numerous sectors of
the economy.®> A blockchain operates as a decentralized,
ever-expanding series of records, referred to as “blocks,”
which are interconnected in a sequence through a process
that requires consensus across a number of peers. Each
block in the chain contains numerous transactions, a cryp-
tographic hash of its predecessor, and a timestamp.® Any
block data alteration can trigger a domino effect, poten-
tially disrupting the entire chain. Upon processing data,
every computer in the network synchronizes simultaneously
and forges a permanent and unalterable digital record.

The blockchain system also sets the rules for who can
add new blocks and the requirements for doing so. Block-
chain’s distinguishing features include its ability to share
data and transactions on an unchangeable peer-to-peer
network and enhance transparency and security. Initially
prominent in cryptocurrency and financial transactions,
blockchain has been embraced by numerous other sectors,
such as tourism, manufacturing, logistics, smart cities,
and transportation, all of which capitalize on its robust
security and privacy features.””

It is important to point out that blockchain is not a
monolithic concept but rather a bundle of cleverly com-
bined technologies that yield desired features such as
immutability and decentralization. Important building
blocks include key ideas such as linked timestamping,
public key cryptography, and smart contracts'® and enable
properties such as flexibility, opaqueness, performance,
policy, practicality, and security.!" As a consequence, the
emerging platforms can be conceptually quite different
and either be open to anyone (“public”) or restricted to a
group of entities (“private,” “consortium”).

Similarly, different ways exist to reach consensus in such
a peer-to-peer network. The most well-known mechanism
is Proof-of-Work, in which energy is used to determine
who is eligible to add a new block to the chain. However,
alternative mechanisms exist, such as Proof-of-Stake, in
which validators are selected based on the quantity of
holdings in a specific coin or cryptocurrency.'
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In the remainder of this article, the authors abstract
from a specific implementation and use the term block-
chain to denote a system that yields the desired properties
mentioned above.

Blockchain has the potential to revolutionize health-
care management through how data are managed, shared,
and protected.!*!* Blockchain technology can be used to
address core issues such as data fragmentation, interoper-
ability challenges, security vulnerabilities, and high oper-
ational costs, thereby setting new standards in healthcare
data management. The impact of blockchain extends
beyond operational efficiencies to fundamentally enhance
patient care and safety. Regarding patient care, block-
chain can be applied to ensure accurate and complete
healthcare data and enable healthcare providers to make
more informed decisions.'>!¢ It can also help facilitate a
more comprehensive view of a patient’s medical history,
including past allergies, medication history, former treat-
ments, and allow for more personalized, coordinated, and
effective care.!” This is particularly crucial in case of emer-
gencies where immediate access to patient history can be
life saving.

Blockchain-stored data’s secure and uniform nature
opens new avenues for medical research. For instance,
researchers can access vast amounts of anonymized
patient data and ensure robust data sets for technical trials
and studies, which can accelerate the development of new
treatments and drugs, ultimately benefiting patient care.
As blockchain allows traceability and auditability of each
data transaction, patients can track the use of their data
and grant or revoke access to their health records, which
ensures increased privacy and autonomy. This empower-
ment and the patient-centric approach not only enhances
trust in the healthcare system but also encourages patients
to be more engaged in health management and willing to
share their data for clinical trials and medical research.'s

As the focus on data privacy and security intensifies,
healthcare providers are also navigating stringent reg-
ulatory requirements. Blockchain’s inherent features,
including data immutability and automatic audit trails,
aid in meeting these compliance standards.'”> Moreover,
blockchain reduces the risk of data tampering and helps
mitigate fraud, which constitutes a significant concern in
healthcare billing and insurance claims."

In light of the problem of drug fraud, the wide-
spread issue of counterfeit medications can be effectively
addressed by blockchain’s improved drug traceability,”
ensuring the authenticity of pharmaceutical products
throughout their supply chain, from production to cus-
tomer delivery. The immutable and timestamped trans-
actions in blockchain make it extremely challenging for
counterfeit drugs to penetrate the legitimate supply chain.
Blockchain can enhance the reliability and accuracy
of data related to clinical trials and precision medicine.

Citation: Blockchain in Healthcare Today 2024, 7: 301 - https:/doi.org/10.30953/bhtyx7.301


https://doi.org/10.30953/bhty.v7.301

This is particularly significant in ensuring the integrity of
clinical trial data and improving analytics. For precision
medicine, the role of blockchain in securely managing
genomic sequences empowers individuals to control their
genetic data.’’ As a result, this contributes to proactive
treatment strategies for genetically inherited diseases,
which is a major advancement in personalized healthcare.
In emergencies, blockchain can address the need for con-
sistent access to patient data. Its use of smart contracts
and cryptographic keys provides seamless and secure
management of data access, thereby reducing errors
and speeding up the process of data collection in critical
situations.

The cybersecurity risks telehealth systems face—
including data breaches, unauthorized access, and suscep-
tibility—can potentially be overcome with the adoption
of blockchain because the technology helps improve secu-
rity and privacy, though its integration may increase costs,
especially in remote areas.”? Blockchain technology can
also establish a reliable and tamper-proof patient identity
management system needed in today’s physical and vir-
tual healthcare delivery environment.?

The advancements of blockchain in terms of data trans-
parency and sharing efficiency are also key in detecting
claims and enhancing the precision of health insurance
coverage. This is due to the potential of the technology
to automate transactions and record agreements through
smart contracts, which minimize the need for third-party
involvement and streamline administrative processes.

Finally, the adoption of blockchain in billing pro-
cesses, particularly in insurance claims, ensures data
storage and faster processing of transactions, result-
ing in lower operational costs. Overall, the emergence
of blockchain plays a crucial role in elevating the effi-
ciency, security, and trustworthiness of a wide range
of healthcare processes, fostering the development of a
more cohesive and patient-focused healthcare system.
However, the direction in which this development goes
is not necessarily predetermined, and there exists a huge
potential to create blockchain-based systems that are
more streamlined, effective, and, most importantly, con-
sider the interests of patients.

Research Questions

The healthcare sector faces substantial and multifaceted
problems. To produce viable solutions, it is crucial that
important stakeholders collaborate and create solutions
that are in the best interest of the patients. The common
denominator of most of the pending issues is patient data,
which is at the core of every healthcare system. Compared
to other industry sectors, they can be considered more
sensitive to privacy violations and must be accurate and
up-to-date. In this article, we therefore pose the following
research questions:
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* What are the existing problems of healthcare data
management?

* Who are the main stakeholders in healthcare data
management?

e How can patients benefit from the potential of
blockchain technology?

*  How can blockchain help store, process, and transfer
data?

e What are the most important future topics related to
blockchain innovation in healthcare data management?

Methodology

In June 2023, a panel of experts convened at the
ConV2X conference (https://conv2xsymposium.com/)
for a thought-provoking discussion on how blockchain
and decentralized technologies might reshape the future
of healthcare data storage, sharing, privacy, and access.
Moderated by Professor Horst Treiblmaier of Modul
University Vienna, the cross-disciplinary group of pan-
elists brought diverse perspectives spanning healthcare,
technology, research, and public policy.

The panel consisted of experts in blockchain and health-
care from the industry and academia. Mike Gault (G),
the founder and CEO of Guardtime, in 2008 deployed
the first blockchain in healthcare in Estonia, which is still
used today. Anjum Khurshid (Dr. Khurshid), Chief Data
Scientist at Harvard Pilgrim Health Care Institute and
faculty member of Harvard Medical School, has helped
to build health information exchanges to connect elec-
tronic health records (EHRs) and clinical decision sup-
port systems within EHRs, as well as a blockchain-based
identify management platform called MediLinker.* Alex
Norta (Dr. Norta), researcher and entrepreneur, founded
Dymaxion, a company that focuses on multi-factor
self-sovereign identity authentication. Jim Poteet (Mr.
Poteet) from Oracle Cerner has 25 years of experience in
the healthcare industry and owns a patent on clinical data
exchange. Suresh Sivagnanam, Entrepreneur, Investor,
Director and Chairman in Healthcare and Higher Edu-
cation, previously founded vdoc, an alternative worldwide
healthcare platform that offers telemedicine services and
now develops Aider, a unified global healthcare solution
integrating telemedicine and primary healthcare services.
The 1-hour conversation was fully transcribed. The anal-
ysis followed established practices of qualitative content
analysis and included a coding process in which relevant
portions of the interview text were clustered into catego-
ries. This resulted in the creation of a category system that
identifies the core topics related to healthcare data man-
agement and illustrates how they are related to each other.
The analysis was done in an inductive and iterative man-
ner such that the emerging categories were consistently
refined up to the point where an agreement among all the
researchers was reached.” Finally, the results were sent
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back to all the participating experts for further refinement
and final confirmation.

Results

In the following sections, we begin by sketching existing
problems of the healthcare system, which provides a start-
ing point for a deep dive into how these issues can be tack-
led with blockchain technology. After briefly mentioning
pending issues and acknowledging the multitude of stake-
holders in this complex environment, we then focus on
patients’ problems and the potential gains they might expe-
rience from blockchain-based solutions. This is followed by
an in-depth discussion of several important data properties
that deserve further attention. We end this section with an
outlook on what the future might bring and a comprehen-
sive research framework that highlights several important
topics that need to be addressed through the development
of practical applications or rigorous academic research.

Current Problems

To start, the panelists identified key challenges that plague
the current healthcare system. Some of those problems
are caused by population demographics in relation to
active healthcare professionals, expressed in statements
such as “an aging population globally, too few healthcare
professionals coming through the network™ (Mr. Siva-
gnanam). Despite the relevance of the problem and the
urgency of the situation, conflicting interests or general
negligence impede the development of viable solutions:
“It is very difficult to get collaboration going between
different government departments, in particular health-
care” (Dr. Gault). The whole situation is complicated by
the fact that “[Current systems] are working in legal and
regulatory frameworks that were probably developed 15
or 20 years ago” (Dr. Khurshid). Taking a global perspec-
tive, the situation becomes more complicated due to the
counterfeiting of medication: “There are a lot of devel-
oping countries where two-thirds of the medications are
counterfeit” (Dr. Khurshid).In recent years, technology
has evolved substantially, opening novel ways for the stor-
age, processing, and retrieval of data. In parallel, general
awareness has increased regarding the value of personal
data and their worthiness of protection. Legislatures have
recognized this development and passed more stringent
laws that address the needs of the individual and increase
the responsibilities and liabilities of those who collect and
store sensitive information.

Situations must be avoided in which information is eas-
ily accessible to non-authorized individuals, as illustrated
by (Dr. Norta): “The nurse she was a bit curious and
without actually being permitted to do so, peeped into the
health records.” However, given the speed of the current
transformation, the response of governments is expected
to lag: “They will be reactive and they will be behind by
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10 to 15 years” (Dr. Khurshid). Even countries that are
very advanced in applying technology in the healthcare
sector might not exploit the full potential of the technol-
ogy: “The Estonian ID card does not suffice, and there
are many other examples in other countries working the
same” (Dr. Gault). The same holds especially true for large
economies: “Healthcare in the US market is very slow to
change from a technology perspective” (Mr. Poteet).

Additionally, patients’ increasing awareness of their
vulnerability through data misuse must be taken into
account. Such misuse can be aggravated through the
sharing of sensitive information on centrally managed
systems: “To create another shared database and getting
people to upload data into a centralized system is never
going to happen. It will never succeed because nobody
wants to change their behavior or share their data in a
way that they cannot control” (Dr. Gault).

The COVID-19 pandemic has also triggered an import-
ant change in consumer behavior, such that an increasing
number of individuals suffering from an ailment try to find
health-related information online, which might cause prob-
lems: “Trying to understand what it means leads to wrong
conclusions about the risk or the kinds of treatments that
may be available” (Dr. Khurshid). In this regard, a major
success factor will be to produce technical solutions and
to advise the general public about the advantages that
blockchain technology may offer: “It is not the cost of the
technology, it is the cost of educating everyone in the pop-
ulation how to use it” (Dr. Gault). To wrap up, the role of
information in the healthcare industry is key: “It is much
more complicated than in many other industries in terms
of how the information is used by consumers as well as
by those who are providing that information” (Dr. Norta).

Stakeholders and the Legal Environment

The healthcare industry is complex and composed of
numerous stakeholders, the roles and relevance of whom
differ from country to country. In this article, we posi-
tion the patients in the center and take a data-centric
perspective. However, it must be taken into account that
the general environment in this industry has evolved
over numerous decades, and many stakeholders have a
vested interest in actively shaping current developments.
Healthcare providers consist of professionals directly
involved in patient care (e.g., doctors, nurses, therapists),
and they are the ones who actually deliver medical ser-
vices. These services are regularly provided in health-
care institutions (e.g., hospitals and clinics) that are
responsible for staffing, general infrastructure, and the
coordination of all activities. The professionals are fre-
quently organized in associations that advocate for their
interests and establish industry standards. The interest
of the patients is safeguarded by advocacy groups that
strive to influence policy, raise awareness about pending
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topics and, occasionally, also foster research.Pharma-
ceutical and medical device companies drive research
and innovation and play an important role in the dis-
tribution of pharmaceutical products. Additionally,
research and teaching activities can be carried out by
specialized technology and research entities as well as
educational institutions. In case innovation is triggered
by technology, as is the case with blockchain, startups
can play an important role as early adopters of inno-
vation and in the development of innovative solutions
that can potentially disrupt existing business models:
“There is currently no way [...] to have a super system
that, from a legal point of view, allows us to effectively
share data with public sector organizations in the US
or the UK. It has to be a disruptor” (Mr. Sivagnanam).
The legal/regulatory framework is provided by govern-
ments and the associated regulatory bodies, which set
the policies and procedures for healthcare delivery and
may also be responsible for funding, research, and the
implementation of health initiatives. However, “most
of the legal frameworks for blockchain are a reaction to
what is happening in financial markets rather than what
their potential is for social services and for health” (Dr.
Khurshid). When it comes to personal health informa-
tion, protection laws are especially strict. For example, in
the European Union, the General Data Protection Reg-
ulation (GDPR), which is not specific to healthcare, has
important implications for the handling and processing
of healthcare data. It emphasizes the protection of per-
sonal data and reinforces individuals’ rights regarding
their data. Furthermore, it mandates that organizations
obtain consent prior to the collection and processing of
personal data and to prove that they are compliant with
the GDPR. In the US, the Health Insurance Portability
and Accountability Act (HIPAA) covers several topics
related to healthcare data with the goal of protecting
sensitive information from being disclosed without the
consent of the patient. In the UK, it is the goal of the
Health Security Agency not only to protect individuals
from health threats but also to control the use of per-
sonal information.?

Patients

At the core of our framework are the patients and their
personal healthcare data. Patients have specific expec-
tations regarding the services they receive from health-
care providers. However, it is important in this context
to focus on the quality and the handling of their sen-
sitive data. In this regard, blockchain is one of those
technologies that bear the potential to improve the exist-
ing healthcare system and benefit patients in numerous
ways. One of the core topics for patients is trust, which
pertains to trust in organizations to handle their data in
a proper manner but also trust that these data can be
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used in the interest of the patient in the most efficient
and effective manner.

Closely related to trust is the perception of privacy,
which can be assured by keeping personal information
confidential. Ultimately, to trigger a sustainable change, it
must be clear to patients how they can potentially benefit
from a blockchain-based solution.

Trust and Privacy

Trust in healthcare systems is usually twofold: “not only
in data, but it is also in terms of who is providing those
services” (Dr. Khurshid). Trust is closely related to the
topic of authentication to be able to certify the source
of the data and those allowed to use or access it. Those
providing services to patients, such as doctors, also need
to trust the data available to them in order to make the
best clinical decisions in the interest of their patients. In
this regard, current developments can foreshadow the
emergence of a machine-to-everything economy in which
“humans have wearables and directly engage with sys-
tems” (Dr. Norta).

To achieve a desirable level of trust, it is crucial to be
transparent and to communicate the benefits that block-
chain can bring for patients. The immutability of infor-
mation on the blockchain provides protection against
fraud and tampering with patient data. Specifically, “it
is important to understand what we are actually try-
ing to achieve in terms of trust with the end user” (Mr.
Sivagnanam).

In summary, blockchain-based healthcare systems must
possess the “ability to verify and search patient records
and get a verifiable result without destroying privacy” (Dr.
Gault). This can potentially be achieved by giving control
over their data back to the patients via “a MPI (Master
Patient Index) that I control as a patient. And I just have
pointers to all the systems that have my data” (Mr. Poteet).

Expected Benefits

As is the case with any new technology, the introduction of
blockchain-based systems can create expectations among
patients regarding the functionality and the changes they
can bring about. Obviously, blockchain will be applied as
a backend technology while keeping the front end simple
and user-friendly, but the implications of these changes
must still be communicated to patients.

Apart from empowering the system users, it is also
important that patients actually experience the feeling of
being in control: “Patients want to be able to authorize a
transfer of data of some type” (Mr. Sivagnanam).

To facilitate controlled data sharing, blockchain
can build on the concept of tokenization: “They can
download the token, and they can decide who they
want to share that information with” (Dr. Gault).
From a patient’s perspective, using tokens can offer the
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advantage of being able to easily access important data
all over the world: “And then I will [...] say, here is my
patient record, take all the details that you want from it
[...] which means wherever I travel the world, I'll give any
doctor access to that record” (Mr. Sivagnanam). Apart
from issues pertaining to sensitive data, this might also
open opportunities to reduce costs, which ultimately can
result in savings for healthcare institutions and patients:
“Here is a tremendous opportunity to reduce the
cost to the providers and to the payers in this use case”
(Mr. Poteet).

One of the core features of blockchain is decentraliza-
tion, which refers to the elimination of intermediaries.
Originally devised for the financial industry, the same
concept might be equally relevant for the healthcare indus-
try, and this creates opportunities for cost savings on the
patient side as well as for healthcare service providers:
“There is a whole middle industry in the U.S. market that
monetizes gathering these data. And so there is a tremen-
dous opportunity to reduce the cost to the providers and
to the payers in this use case” (Mr. Poteet).

Data

When it comes to the relevance of data, the qualitative
content analysis yielded four important categories in
which blockchain can induce major changes: The integ-
rity of the data such that unwanted alterations become
impossible; the security level of data during storage and
transactions; the creation of interoperable systems that
facilitate the exchange of data and, finally, the sharing
and transfer of highly sensitive data.

It is important to point out that the first two categories
are attributes of the data, the third is an attribute of the
system, and the fourth refers to an activity. Thus, the cate-
gories are not disjunct but rather intertwined.

Integrity

Data integrity pertains to the accuracy and consistency
of data throughout the entire lifecycle. In addition, it
guarantees that data have not been tampered with, which
perfectly aligns with a core feature of blockchain: data
immutability ensured by cryptographic means. This
entails that data can be verified as soon as they are writ-
ten on the blockchain, and trusted intermediaries are not
needed for this task: “They have an audit trail, they have
provenance, and you can verify them without having to
trust all the parties in between that have been managing
those records” (Dr. Gault).

Another important feature of blockchain is its abil-
ity to provide shared access to a group of authorized
entities. This entails that several parties independently
verify the quality of the data: “so that anyone can guar-
antee that the healthcare records are consistent” (Dr.
Gault).

(page number not for citation purpose)

Security

In a word, “security” refers to all measures that protect
data from unauthorized access, alteration, disclosure,
theft, or deletion. Once again, this is where the proper-
ties of blockchain come in handy: “The opportunity
for blockchain and healthcare has always been security”
(Dr. Gault). In this regard, a core issue is to combine
data security with the authentication of the system users:
“because you can’t have this fine-grained access manage-
ment which you would get with multifactor challenge sets”
(Dr. Norta). In combination, core constituents of block-
chain, such as the immutability of the underlying ledger,
the use of cryptography, sophisticated ways to reach con-
sensus, as well as transparency and auditability, allow the
designing of innovative systems that improve the security
of sensitive patient data.

Interoperability

Interoperability refers to the ability of EHR systems to
communicate and interact seamlessly with each other.
In this regard, blockchain’s decentralized network struc-
ture facilitates the sharing of data across entities such
as hospitals and research institutions, enhanced security
makes the sharing of data easier, platforms can enforce
uniform standards, and the elimination of intermediar-
ies makes data exchange more efficient. Consequently,
the experts expect a major impact on the healthcare sys-
tem, consisting of numerous stakeholders who require
access to information and who might work on disparate
systems, many of which might even be proprietary. “There
is interoperability needed because there is never going to
be one EHR in a country or a region, there is going to be
multiple” (Mr. Poteet).

Apart from the need to coordinate and integrate these
systems to improve patient healthcare, in some countries,
there also exists a strong external pressure to increase col-
laboration in the sector: “There has been a federal pol-
icy that has forced some of these players to interoperate”
(Dr. Khurshid). Given that healthcare systems regularly
have a strong connection to state-owned institutions,
this includes the involvement of public organizations:
“Interoperability is the challenge, not just in healthcare,
but it is the challenge in government” (Dr. Gault). This
issue is also closely connected to the problem of integrat-
ing data such that needed information is immediately
available: “the engagement to achieve on the fly personal
healthcare records that get dynamically integrated into
more static electronic healthcare records that hospitals
manage” (Dr. Norta).

Sharing and Transfer

A blockchain-based system can fundamentally change
the way healthcare data are handled. At the core of the
problem is the need to share and transfer highly sensitive
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data, which might not only be intercepted during trans-
mission but, once shared, become available in numerous
places: “How can we transfer that data on a global basis
securely, authentically, in a way which effectively bypasses
everything that is problematic at the moment?” (Mr.
Sivagnanam).

As a potential solution, rather than sending and shar-
ing data, it becomes possible to grant access to a block-
chain system with verifiable data: “You not sending
packaged data across the wire. You are allowing that API
exchange model where the data stay in the original sys-
tem throughout the process” (Mr. Poteet). This goes along
with granting additional rights to the patients, who can
effectively authorize data access on a case-by-case basis:
“But, at the same time, they decide who they want to
share data with as opposed to loading it into a centralized

Harnessing Blockchain to Transform Healthcare Data Management

database” (Dr. Gault). Self-authorization also provides
an opportunity to reduce transaction costs: “When you
desire to share your data with someone, you have control
to do that, and you have a mechanism, and the expense of
moving data into a centralized database goes away” (Mr.
Poteet).

Finally, a major factor related to patient data is legisla-
tion and the need to comply with it: “Every country and
every jurisdiction has its own way of how it deals with its
patient records” (Mr. Sivagnanam).

Research Framework and Future Topics

Figure 1 summarizes the core components of our frame-
work, as outlined above, and puts them in context. Deci-
sive forces, which influence the development from the
outside, are the existing healthcare industry, which drives
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innovation but might also be skeptical when it comes to
disruptive innovations that might threaten incumbents’
core interests. Contrariwise, innovative startups do not
have any legacy systems that might determine the ways
in which they operate, and they can be among the first
to implement blockchain-based solutions for healthcare
data management.

All actors operate within a legal and regulatory frame-
work that determines the boundaries of the system.
Importantly, this framework can also be analyzed on a
supranational level, which limits the strategic flexibility of
individual countries and necessitates international coop-
eration to promote change.

At the bottom of Figure 1, blockchain is shown as a
main driver for technological disruption. Notwithstand-
ing the fact that the technology, or rather the bundle of
technologies, is multifaceted and under constant devel-
opment, we postulate that the application of distributed
ledgers opens up countless opportunities in the healthcare
sector and can help to solve numerous pending problems.

Patients and their data make up the core of the frame-
work. The patients are mainly concerned about the cor-
rect use of their highly sensitive data and need to trust
the technology to enable further adoption. In addition,
they have specific expectations and need to see concrete
benefits in order to be willing to change the status quo.
From a data perspective, it is crucial to ensure the integ-
rity and security of the data and to develop solutions that
foster interoperability and data sharing between existing
and future solutions.

To wrap up the discussion, the experts were asked to
produce future healthcare data topics that deserve further
investigation and that can potentially be supported by
blockchain technology. In this regard, identity manage-
ment was mentioned several times. As (Dr. Khurshid)
points out, “Being able to ensure identity is a very import-
ant role in healthcare in the future.” This is confirmed by
(Dr. Norta), who also stresses the importance of achiev-
ing a self-sovereign identity authentication that is based
on multiple factors.

Furthermore, it is also possible to capitalize on the
experience gained from applying blockchain in different
use cases, such as non-fungible tokens (NFTs), which have
previously been used to create communities. Using the
same practices, blockchain can be used to “assign NFTs
to serious products such as medicine” (Dr. Norta). As
intriguing as the potentials of blockchain technology are,
to be successful, integrated solutions must be developed
that are “on top of the systems from the various vendors
across the country that allow individuals to access their
healthcare data. They also need to tie in financial health-
care data” (Mr. Poteet).

Finally, patients’ perceptions of what the technology
can do for them or potential threats associated with it will
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ultimately determine its success: “The challenge is get-
ting the technology right so that you don’t scare people
off by privacy and putting healthcare records where they
could be accessed by others” (Dr. Gault).Table 1 summa-
rizes the topics discussed by listing numerous important
research questions, many of which can be answered using
qualitative or quantitative approaches from the social
sciences. “How” questions indicate that a design science
approach might be adequate, with the goal of designing
and developing systems that demonstrate the viability of
a specific idea or approach.

Discussion

Previous academic literature has identified numerous
areas in which blockchain technology can contribute to
more effective and efficient healthcare management. The
industry has already produced promising applications
that allow for a glimpse into how the technology can add
value in this important industry.

In this article, we used qualitative content analysis to
summarize the findings from an expert panel on block-
chain transformation in healthcare data management. We
started by discussing several pending problems and then
presented an emerging framework that depicts existing
players in the healthcare industry, startups as potential
disruptors, and the legal/regulatory context.

Patients are at the center of our framework. On the
one hand, patients expect a certain level of privacy
regarding their sensitive data and also need to trust the
general system. On the other hand, they have specific
expectations of how innovative solutions can benefit
them. From a data perspective, we identified integrity,
security, interoperability, and sharing/transfer as import-
ant topics.

We round up our analysis with important future topics
that the experts identified and the derivation of relevant
research questions for each respective topic. These ques-
tions are intended to inspire further investigation by prac-
titioners as well as academics and should spark the design
and development of applications that can tackle existing
challenges and provide value.

Our study has several limitations. First, the expertise
is specific to the experience and knowledge of the experts
in the panel. While we ensured a broad practical and aca-
demic expertise of the participants, it is possible that a dif-
ferent group of experts from other geographical regions,
healthcare specialties and technical backgrounds put
forth additional topics. Given that this was an exploratory
venue, and we did not weigh the importance of the relative
topics. However, this should not be a major issue, and we
leave it to future studies to refine the framework that we
generated here.

Second, we did not discuss in detail the ethical implica-
tions of increasing blockchain adoption in the healthcare
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Table 1. Research questions, with blockchain shown to be a main driver for technological disruption

Topic

Research questions™

Current challenges

Stakeholders and legal environment ¢

Patients: Trust and privacy

Patients: Expected benefits

Data: Integrity

Data: Security

Data: Interoperability

Data: Sharing and transfer

Future topics

Given an aging population and a dearth of healthcare professionals, how can adequate healthcare provision
be ensured?

How can collaboration between key stakeholders in the healthcare sector be promoted?

What is the current state of legislation/regulation, and in what ways does it foster or inhibit the introduction
of blockchain technology?

How can the counterfeiting of medications be eliminated or reduced?

What is the current state of healthcare systems [in different countries] and in what way does it take into
account patients’ requirements?

What is the current state of data privacy in healthcare systems?
What are the main factors that drive the adoption of healthcare systems from a patient’s perspective?
What is the awareness among patients regarding the use of personal information within the healthcare system?

How are the respective stakeholders in the healthcare system impacted by the introduction of block-
chain-based solutions?

What changes in the current legal/regulatory framework are needed in case blockchain-based solutions are
introduced?

What are the perceptions among patients regarding the use of their personal data in healthcare systems?

How can a machine-to-everything economy in the healthcare space be designed that works in the best interest
of patients?

How can healthcare systems be designed to balance the privacy needs of patients with the easy availability of
information?

What is the level of subjective empowerment among patients pertaining to the use of their data in healthcare
systems?

Can tokenization facilitate the sharing of sensitive patient information?

What cost savings are possible in blockchain-based healthcare systems and how can the patients benefit from
these savings?

How can blockchain be applied to design and develop systems that offer data integrity?

Who are the important stakeholders in patient healthcare data, and how can they access data in case of need,
including for care coordination?

Which blockchain core properties impact the security of patient data?
How can systems be designed with a focus on healthcare data security?

What is the role of legislation and regulation when it comes to the interoperability of blockchain-based
healthcare systems?

How can healthcare data systems be designed that communicate and interact seamlessly?

Can the transfer of sensitive patient data be replaced by allowing access to a blockchain-based system on a
case-by-case basis?

How can blockchain-based systems be aligned with national rules and legislation when it comes to the sharing
and transfer of patient data?

How can patient identity be ensured?

Can blockchain contribute to the design and development of self-sovereign identity in healthcare management?
How can NFTs be applied to streamline existing applications (either patient related or medication related)?
What are patients’ perceptions of blockchain-based healthcare data systems?

What are patients’ expectations of blockchain-based healthcare data systems?

“How” questions indicate that a design

science approach might be adequate, with the goal of designing and developing systems that demonstrate the

viability of a specific idea or approach. NFTs: nonfungible data.

industry, especially when it comes to topics such as patient
consent and data ownership. As far as future research is
concerned, we encourage academics to use the questions
that we raised as starting points for their own research
and to dive deep into the respective topics, each of which
deserves a thorough investigation. This especially pertains
to the conduction of case studies, which illustrate the
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applicability of blockchain to remedy the problems that
we identified.

Further empirical research might either quantify the
importance of a specific problem and the extent to which
blockchain can help or be used to create models based
on survey data, which highlight important antecedents of
blockchain adoption in the healthcare sector. As soon as
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there is a consensus on what the most important topics are
and how blockchain can help to overcome pending prob-
lems, roadmaps for the implementation of blockchain,
ideally based on practical evidence, are needed to guide
practitioners and provide value for stakeholders.

Conclusions
The future of blockchain in healthcare data management
holds significant promise, offering potential solutions to
various challenges within the industry. However, many use
cases must still be validated, and there is also a need to con-
sider that blockchain comprises a couple of technologies
that are currently under development. It remains to be seen
how they can be fruitfully applied to solve pending issues
and which advantages they can offer over existing systems.
Given the relevance of healthcare data management,
we explicitly encourage fruitful cooperation between the
industry and academia to design, develop, and assess
solutions that can benefit patients, which, at one point in
time, means each and every one of us.
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