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Abstract

Integrating personal health records (PHRs) and electronic health records (EHRs) facilitates the provision of
novel services to individuals, researchers, and healthcare practitioners. Simultaneously, integrating healthcare
data leads to complexities arising from the structural and semantic heterogeneity within the data. The subject
of healthcare data evokes strong emotions due to concerns surrounding privacy breaches. Blockchain technol-
ogy is employed to address the issue of patient data privacy in inter-organizational processes, as it facilitates
patient data ownership and promotes transparency in its usage. At the same time, blockchain technology
creates new challenges for e-healthcare systems, such as data privacy, observability, and online enforceabil-
ity. This article proposes designing and formalizing automatic conflict resolution techniques in decentralized
e-healthcare systems. The present study expounds upon our concepts by employing a running case study
centered around preventive and personalized healthcare domains.

Plain Language Summary

This paper suggests using blockchain technology for privacy concerns in integrating personal health records
and electronic health records in decentralized e-healthcare systems. This report focuses on designing auto-
matic conflict resolution techniques to ensure patient data ownership, transparency, and privacy in inter-orga-
nizational processes. This paper proposes designing automatic conflict resolution techniques in decentralized
e-healthcare systems, which can improve inter-organizational processes in healthcare. Using blockchain tech-
nology to integrate personal and electronic health records can ensure patient data ownership and promote
transparency in data usage, addressing privacy concerns in healthcare systems. This paper emphasizes the
importance of data privacy and protection in healthcare systems, highlighting the need for compliance with
laws and regulations. The research results, including the proof-of-concept prototype, can provide practical
insights into implementing conflict resolution techniques in decentralized e-healthcare systems.
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ealthcare systems suffer from high costs' and the
Heconomic interests of healthcare providers. For ex-
ample, after privatization, the Irish hospital sector
faced an increase in patient beds in private for-profit hospi-
tals, while in not-for-profit hospitals, this number decreased.’

A personal health record (PHR) is an individual’s
electronic health-related information. It is managed and
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maintained by the individual who controls access to the
data. The PHR stores and organizes medical history, treat-
ments, medications, notes, diagnoses, and other relevant
health information, which can be shared between the indi-
vidual and their healthcare providers. The PHRs provide
a comprehensive and organized account of an individual’s
medical history, which can be invaluable for quick and
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efficient diagnosis, improved safety, and quality of care. In
addition, PHRs can be used to track a patient’s medical his-
tory, identify trends and correlations, and provide feedback
to the patient about their healthcare providers.

A feedback loop in healthcare refers to a process in which
information about a patient’s health status or the perfor-
mance of a healthcare system is collected, analyzed, and
used to make improvements or adjustments to patient care or
healthcare processes. A feedback loop involves exchanging
information about a patient’s condition, treatment options,
and progress. Patients provide feedback on their symptoms
and treatment experiences, which helps healthcare providers
make educated choices concerning their treatment.

Research defines the value of PHR as improving com-
munication between a patient and a doctor, resulting in
patient education leading to lifestyle changes.®* Patient
engagement simplifies collecting and processing personal
health and well-being data, increasing the value of per-
sonalized preventative healthcare services.* According to
Kormiltsyn and colleagues,’ a novel classification of per-
sonalized preventative health coaches is anticipated to
arise. These coaches will use their expertise and proficiency
in comprehending and analyzing health and wellness data.
In our scholarly article published in 2019, we elucidate the
economic and financial predicaments of the healthcare sys-
tem and scrutinize the potential of blockchain technology
to facilitate decentralized and patient-oriented systems.®
In a patient-centric system, individuals are responsible for
generating and administering their data, while healthcare
providers employ these data in their procedures instead of
possessing them. The issue of transparent data exchange is
illustrated by Norta and colleagues.’

The collection and processing of PHR entails many
legal, technical, and emotional challenges. Scholars con-
centrate on the technical and security prerequisites of
PHR systems when data are managed centrally.!* This
methodology proves to be effective in situations where
the number of PHR data sources is restricted. Thus, the
number of processes that use PHR increases, and the need
for more trust between stakeholders such as private com-
panies, legal institutions, and individuals and integration
complexity increases. Therefore, a centralized approach is
not scalable, while decentralized inter-organizational pro-
cesses based on blockchain technology provide a founda-
tion for trustable and scalable connections.

An integrated PHR and electronic health record (EHR)
system is socio-technical and involves people from different
organizations that use different sets of technologies for col-
laboration and problem-solving.!! An EHR is a patient’s data
created by healthcare professionals and stored digitally. Such
data include the medical history, medications, immunization
status, laboratory test results, and radiology images. It allows
healthcare professionals to effectively plan and provide per-
sonalized patient care while also enabling them to securely
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share medical information between healthcare providers and
other authorized users. In addition, EHRs can help reduce
healthcare costs and improve the quality of care. The deci-
sion to use a patient-centered system that shares PHR is
emotionally motivated and creates a sense of uncertainty
about the way personal data are used.

Using EHR-integrated PHR creates security, data
protection, and privacy conflicts. Privacy is a legal term
that limits knowledge and control over the content and
performance of a (smart) contract, which should only be
distributed between the parties to the extent necessary.!

While privacy, as defined in the Charter of Funda-
mental Rights of the European Union," is the right of
any individual to respect their private and family life,
home, and correspondence,” data protection pertains
specifically to the processing of personal data and is
geared toward safeguarding this privacy.® The Charter
emphasizes that personal data must be processed fairly
for specified purposes and based on the consent of the
person concerned or some other legitimate basis laid
down by law. This distinction is crucial in our research,
as it underscores the importance of implementing block-
chain-based systems in a manner that respects both the
privacy rights and data protection principles laid out in
these fundamental rights.

The standard, as defined by the European Commis-
sion (EC), proposes European Union contractual clauses
approved by the EU in June 2021.'* It is important to
note that these clauses were set to be replaced by updated
versions in December 2022 as part of the EC’s ongoing
efforts to enhance data protection standards in line with
evolving legal and technological landscapes. As outlined
in the Standard Contractual Clauses (SCC) documenta-
tion by the EC, this update is a significant step in ensur-
ing robust and up-to-date data protection measures in
cross-border data transfers.

In 2010 Proceedings of the 2010 IEEE 3rd Interna-
tional Conference on Cloud Computing,'® the European
Data Protection Board (EDPB) and the Spanish Data
Protection Authority (AEPD) elucidate that when iden-
tifiers are linked to a hash, such as a telephone number,
the information can be unequivocally traced back to a
specific data holder. This linkage introduces additional
vulnerabilities to the hash’s confidentiality, as the linked
identifier can potentially reduce the effective message
space for that particular hash, thereby compromising its
intended pseudonymization function. This insight high-
lights the potential limitations and challenges in utilizing
hash functions for data protection, underlining the need
for careful consideration in their application in block-
chain-based systems.

Sun and colleagues'® define the main requirements
for medical systems employing the Internet of Things
(IoT) as data integrity, usability, auditing, and patient
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information privacy. Al-Muhtadi and colleagues'” focus
on cybersecurity and privacy issues when integrating
mobile healthcare applications and propose a secured
architecture for multi-cloud environments. Research
by Katurura and Cilliers'® states that users lack data
control and transparency. In addition, researchers have
discovered a lack of knowledge of security- and privacy
risks related to personal data for wearable devices."”
Several authors have highlighted that sharing medi-
cal data leads to security and privacy risks.?? Simul-
taneously, the authors assert the necessity for further
investigation into developing secure and integrated
healthcare systems. Autonomous health data collection
proposes new challenges for data privacy when using
smart home systems.?2

Using equitative algorithms to resolve civil con-
flicts has been proposed by Salehi and Giacalone.?
These algorithms are based on different technologies,
such as artificial intelligence (AI) and algorithmic
decision systems (ADS). In their publication,?” Xu
and colleagues presented a systematic investigation
employing the Graph Model for Conflict Resolution
(GMCR) as a viable approach to address real-world
conflicts. Other scholars® use Hidden Markov Models
(HMM) to scrutinize the incoming data and reconcile
any conflicts that may arise. The analysis includes cus-
tomization and training of the HMM models, which
are later used with a rule-based system to detect con-
flicting information, resolve the identified conflicts,
and use past data and decisions to prevent conflicts
before they occur. Some researchers® suggest using a
mediator who detects conflicts and offers a possible
solution to the conflicting parties.

The main research question is how to automati-
cally resolve conflicts in integrated e-healthcare inter-
organizational processes. To answer the main research
question, we deduce the following sub-questions. What
are the requirements for individual-centric PHR inter-
organizational collection and -processing? The answer
to this question aims to define the logical requirement
space that includes stakeholder assignments. What con-
flicts arise in inter-organizational e-healthcare processes?
To address this inquiry, conflicts within inter-organiza-
tional e-healthcare processes are delineated and aligned
with processes outlined in the preceding research query.

Furthermore, these processes are devised utilizing
the Business Process Model and Notation (BPMN).
What are the automatic conflict-resolution techniques
in decentralized e-healthcare? The objective of the
privacy conflict-resolution technique is to create a
conflict-resolution process for e-healthcare, utiliz-
ing BPMN, based on the process design in which
conflicts arise, as defined in the preceding research
inquiry.
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Presented here is an outline of the remainder of this
review.

e A literature review, preliminaries, and a running case.

* Discussion of patient-centered PHR collection and
processing requirements.

* Present conflicts in the decentralized e-health process
by mapping them to specific functional goals and busi-
ness processes.

e Address the privacy conflict-resolution techniques
when processing medical data in inter-organizational
processes.

* Evaluation of the devised process and juxtaposes the
findings with those of other research endeavors.

* Conclusion offering insights into the limitations,
unresolved matters, and potential avenues for future
research.

Literature Review and Preliminaries

Here, the authors review related literature and further
provide the preliminaries that outline the background for
this research.

Literature Review

Research on blockchain technology in healthcare has no-
tably increased.***? The primary focus areas within this
field are data sharing, health records, and access control.
A distributed ledger, as proposed by a blockchain, puts
forth the concept of participants adding new records. The
information stored on a blockchain is immutable, which
is ensured by cryptography.®* The data contained within
the blockchain are securely stored in transactions, which
are then organized and linked together in blocks through
cryptographic methods.

Each block is intricately connected to the subsequent
block in the chain. Utilizing the cryptographic technique
referred to as the Merkle tree, or hash tree, ensures that
the transactions stored on a blockchain are correlated
through mathematical hashes,** thereby assuring that
no alteration can render the entirety of the recorded data
invalid. Hashes streamline the process of validating new
transactions, obviating the necessity to analyze all the
information stored within a blockchain.’> Some block-
chains, such as Ethereum, support smart contracts that
nodes can execute.

Research Methodology

Design-science research (DSR) is used in this paper to
“conduct the research.” The DSR offers a framework
for developing and assessing new artifacts.*® The envi-
ronment, DSR evaluation, and knowledge base are the
three main components of DSR. The research’s environ-
ment describes the issues that organizations and applica-
tion domains face. The knowledge base offers theoretical
support to develop new artifacts that solve identified

(page number not for citation purpose)


https://doi.org/10.30953/bhty.v6.276

Kormiltsyn et al.

organizational issues. The created artifact is evaluated as
part of the DSR.%

Previous research by Narendra and colleagues'' con-
ducted by the authors on the conflict-resolution approach
in the M2X (Machine-to-Everything) environment serves
as the environment pillar for this study. In this article, the
previously proposed approach is adapted to an e-health
environment where the parties involved in the inter-orga-
nizational processes lack trust.

The knowledge base represents existing strategies,
techniques, and models that serve as the building blocks
for designing the conflict-resolution methods and the
decentralized inter-organizational process flow. We use
the Trustable DApp Modeling (T-DM) framework for
defining design-process requirements as it extends the
Agent-Oriented Modeling (AOM) approach and intro-
duces tokenized goals used in blockchain systems. We
refer the reader to “Preliminaries” below for a more
detailed Test Data Management (T-DM) framework
description and BPMN to define process flows.

The designed automatic conflict-resolution tech-
niques are evaluated in the decentralized e-healthcare
processes with Colored Petri Nets (CPN) modeling. In
addition, we provide a proof-of-concept (PoC) proto-
type that illustrates the implementation of the running
case. The evaluation approach is similar to the one
used in the previous research.!! In addition, we provide
the implementation of the modeled running case with
the PoC.

The Running Case and Background Preliminaries

To ensure confidentiality and facilitate conflict resolution,
we offer a comprehensive analysis in the section “Run-
ning Case and Privacy Conflict Scenario” that presents a
practical scenario from a patient-centric standpoint. The
present case study aims to facilitate the understanding
of the ongoing case and the subsequent sections of this
paper. The “Preliminaries” section offers the necessary in-
troductory information essential for comprehending the
subsequent segments.

Running Case and Privacy Conflict Scenario

Figure 2 presents a description of the ongoing case within
the domain of cancer prevention. While physiothera-
pists primarily evaluate clinical outcomes by assessing
pain level, range of motion, and muscular strength, the
domains of patient goals consist of physical activity,
workplace environment quality, and sleep quality. The
observed disparity can be elucidated by considering the
intricate nature of comparing individuals using The Pa-
tient Specific Functional Scale.’” Consequently, it is un-
feasible to quantify patient-goal domains. In our running
case, healthcare data are monitored by the patient with
a smartwatch and air- and water-quality sensors. These
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devices collect patients’ activity-, health, and ecological
environment data and share it if necessary.

The aforementioned information is gathered continu-
ously, with the healthcare provider receiving a feedback
loop during patient monitoring. Additionally, when the
patient seeks medical attention from a general practi-
tioner at a hospital, the latter conducts laboratory tests,
obtains a medical history, and subsequently incorporates
these data into the EHR. In conclusion, the EHR is col-
laboratively accessed by both healthcare professionals
and general practitioners. These individuals are responsi-
ble for submitting comprehensive reports to the insurance
provider to secure reimbursement for the medical inter-
ventions provided. The medical reports vary as a conse-
quence of the information accessible to the healthcare
professional, which encompasses the PHR together with
continuous input from the patient.

The aforementioned phenomenon serves to augment
the understanding of health-related circumstances, which,
in turn, facilitates the delivery of personalized healthcare
services by the healthcare practitioner. In contrast, the
general practitioner is limited to accessing solely the EHR
due to the lack of a feedback mechanism.

The discrepancy in asserting medical information con-
tradicts the insurance company, which lacks guidelines
for processing PHR data. Such a disparity further com-
plicates the utilization of recently developed healthcare
amenities that rely on processing PHR. It is plausible that
implementing a feedback mechanism may enhance the
situation.

The patient encounters privacy conflicts due to the
vulnerability of his data in smart autonomous devices or
various applications, leading to privacy conflicts. Upon
the patient providing his PHR to the primary care phy-
sician after he has agreed with an explicit explanation to
use the patient’s data under the regulatory requirement,
the latter is able to employ it within the internal proce-
dures of the healthcare provider, such as for the purposes
of generating reports, conducting statistical analysis, and
facilitating research endeavors. These procedures might
involve external participants such as the National Bureau
of Statistics, independent research firms, or private enter-
prises specializing in data reporting services. The opacity
of processes for the patient renders them non-transpar-
ent. Consequently, the possibility of mishandling PHR
data may arise.

In this article, we define three conflicts during the
inter-organizational insurance process. First, home mon-
itoring involves privacy conflicts when patient data are
collected. Wearable devices and PHR systems, which
retain amassed data, are susceptible to the potentiality
of unauthorized individuals extracting said information.
Next, an integrity conflict arises when PHR traverses
various processes and is susceptible to alteration by the
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parties involved. Lastly, the consistency conflict arises
when the insurance provider receives claims from both
the healthcare professional and the doctor, wherein they
provide dissimilar information in the insurance claim.

Preliminaries

This article considers e-healthcare processes mapped to
blockchain systems for achieving immutable traceability,
security, and privacy-assured distributed disintermediation
and decentralization in inter-organizational collaboration.
Blockchain technology provides a distributed ledger that
allows participants to add and verify records on a ledger,
and cryptography ensures that the records are immutable.*
When participants add records to the ledger, they are
stored as hashed transactions and grouped in blocks. The
cryptographic linkage between each block and its prede-
cessor is a fundamental characteristic of the system under
consideration. Smart contracts are executable programs
that run and are stored on the blockchain.®® According to
Nguyen and Kim,* the common blockchain platforms are
Bitcoin,* Ethereum,* Hyperledger Fabric,* etc.

Blockchains use different consensus mechanisms to vali-
date transactions. For example, Bitcoin uses a proof-of-work
(PoW) consensus algorithm. This mechanism assumes that
all the participating nodes are solving a difficult mathematical
problem. It rewards the first node with the number of tokens
by allowing it to add the next block.* Ethereum uses a proof-
of-stake (PoS) where validation is based not on the resources
spent on mathematical problem-solving but on a node’s rep-
utation. We refer to our previous research* for further details
about the practical usage of blockchain technology.

For blockchain technology, different token types are
available. Here, we propose using two token types: util-
ity- and non-transferable “soul bound” tokens (SBT).
The account represents “Soul”, and tokens held by the
accounts as “Soulbound Tokens” (SBTs).*

The utility token is integrated into an existing protocol
on the blockchain and used to access the services of that
protocol. In addition, it is used as a cryptocurrency repre-
senting access to a product or service. In contrast to utility
tokens, SBTs are defined by their uniqueness and rareness.
This token type provides token ownership and corre-
sponding transfer functions. The utilization of SBT in the
decentralized e-healthcare system is being suggested due
to the requirement for effective management of identity
and access control pertaining to e-healthcare data.

To control access to their identity management, indi-
viduals need the capability to manage not only their
identifiers but also the data associated with them. This
approach is fundamental to self-sovereign identity, rep-
resenting a shift from traditional identity management
systems to a user-driven identity administration model.
In such a model, enabled by blockchain technology, users
have full control over their identifiers and the personal

Citation: Blockchain in Healthcare Today 2023, 6: 276 - https://doi.org/10.30953/bhty.v6.276

Privacy-conflict resolution for records in blockchain-based systems

data linked to these identifiers, ensuring greater autonomy
and privacy in digital interactions.*

The blockchain ecosystem supports different types of
participants, such as oracles and Decentralized Autono-
mous Organizations (DAOs). In the blockchain context,
oracles are used to fetch external data that are unavail-
able in the blockchain. Oracle is centralized and trusts the
third-party external data provider, but there is a known
problem with unsecured data retriever channels.** How-
ever, there are problems with oracles in trustworthiness
and reliability.* While test oracles cannot be fully auto-
mated, this results in the agent’s intervention to ensure the
correctness of the oracle’s behavior. Caldarelli and Ellul*
state that a DAO is an autonomous organization imple-
mented with smart contracts. The behavior and business
rules of DAO are predefined with smart contract logic.

The derived e-healthcare system is used in an inter-or-
ganizational collaboration based on dynamic service
outsourcing specified in electronic contracts.’ In health-
care, inter-organizational processes include data shar-
ing between patients and healthcare providers or other
organizations such as insurance companies. This paper
considers a patient-centric, decentralized system perspec-
tive where PHR data flow through different systems and
are available to human- and non-human agents such as
autonomous smart devices. Such devices include wear-
ables that monitor patient health with sensors, smart
home components, autonomous drones, or even vehicles
involved in healthcare processes. Research by Grefen and
colleagues® presents a conceptual framework for an intel-
ligent e-health gateway that acquires and analyzes the col-
lected medical information. In our investigation, we inte-
grate the privacy-conflict resolution strategy proposed in
the article by Narendra et al.!! into a decentralized health-
care ecosystem, which encompasses self-governing smart
devices and their collaboration, as delineated in Ref. 49.

In socio-technical systems, fulfilling societal functions
becomes central.® Since such systems do not function
autonomously but are the outcome of human action,
research proposes an agent-oriented approach when mod-
eling complex socio-technical systems.’! As simulated
actors are similar to humans because of their cognitive
and social binding with the knowledge of themselves and
dependency on their history, an agent-oriented approach
utilizes that in agents’ behavior. In the realm of blockchain
and smart contracts, the oracle problem is predominantly
concerned with the trustworthiness and reliability that
oracles bring forth.* As asserted by Barr,” this conun-
drum emerges when test oracles are unable to execute in
a fully automated manner. In the event that oracles are
not automated, the intervention of an agent becomes
obligatory to ascertain the veracity of the observed
behavior. We consider multi-agent systems (MAS) and
use an AOM approach’®® to define the requirements of

(page number not for citation purpose)


https://doi.org/10.30953/bhty.v6.276

Kormiltsyn et al.

the privacy-oriented PHR- and EHR data-integration
process.

Goal modeling is used to analyze socio-technical
domains™ as goal models represent the value proposition
of a system. The system’s value is represented by func-
tional and quality goals and roles. The system requires
some capacity or a position represented by a role to
achieve its goals. A functional goal represents the system’s
functional requirement, and a quality goal represents a
system’s non-functional or quality requirement.> Quality
goals are synonymously called non-functional require-
ments in software engineering.” The functional-, quality-,
and emotional goals are inherited by all their subgoals.

As a patient-centric e-healthcare system is a social system
driven more by emotional engagement than functionality,
research® proposes an Emotional Attachment Framework
that includes emotional goals in the early design stage.
This framework is integrated into the T-DM framework. It
extends it with emotional goals representing user feelings of
negative emotions, such as distrust and lack of ownership
of private and confidential data.’* Research by Kormilt-
syn> defines positive and negative emotions from apprais-
ing a product or a beneficial or harmful service. Mendoza
and colleagues® describe how quality goals trigger differ-
ent positive and negative emotions among users. Examples
of such goals are usefulness, adaptability, and ease of use.
In this paper, we place the emotional goals between a role
and a functional goal to define emotions that influence the
functional goals of the system.

The topic of privacy- and security-conflict manage-
ment increases in importance with the increasing usage
of 10T, social networks, etc. Research by Mendoza and
colleagues®” defines basic concepts of secure computing,

stating that privacy focuses on the governance of an indi-
vidual’s data. Security measures are implemented to safe-
guard against unauthorized access, with a primary empha-
sis on fortifying data against various forms of attacks
and preventing data theft.*® Several research publications
confirm the importance of defining conflict-management
techniques when sharing personal data.*%

To design a goal model for the decentralized e-health
system, we use the approach defined in the T-DM frame-
work® that focuses on designing decentralized applications
(DApps) to support inter-organizational processes. The
T-DM framework extends the AOM goal diagrams®* ¢! and
introduces a new concept of tokenized goals representing
the decentralized services that perform transactions in the
blockchain and spend or gain tokens. The model-driven
approach in the T-DM framework supports mapping
AOM goal models to the Unified Modeling Language
(UML) component architecture model.

To evaluate the proposed conflict resolution technique,
we designed a formal CPN® model. CPN, a language with
a graphical orientation, possesses the capability to iden-
tify potential design flaws, absent specifications, as well as
security and privacy concerns within systems. It serves the
purpose of designing, specifying, simulating, and verify-
ing systems. A CPN model is a bipartite graph comprising
tokens, places, arcs, and transitions. Places have the ability
to hold multiple tokens with color, indicating attributes with
corresponding values. The transitions in CPN are triggered
only when all input places have the required tokens in place.
Finally, transitions produce condition-adhering tokens into
output places.** Our model uses the CPN ML programming
language to simulate the running case described in Figure 1.
Research® provides more detailed information about CPN.

Design

Environment

Science Research

Knowledge Base

cycle

Application Build and design Foundations
Domain artifacts and *TDM
Decentralized processes framework
e-health systems *BPMIN
M2X Systems *CPN
Relevance Design

*./ \.‘_
Problems & Evaluate
Opportunities * Formalism
Lack of trust in * Proof-of-
cross- Concept
organizational e- prototype
health processes

Fig. 1. Design Science Research Cycles. BPMN: Business Process Model and Notation; CPN: Colored Petri nets; DSR: de-
sign-science research; M2X: Machine-to-Everything; TDM: Trusted Document Management.
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In a blockchain-based e-health system, trusted data
sharing may be enabled by the multi-factor self-sover-
eign identity authentication (MFSSIA)* for humans
and machines managed with smart-contract blockchain
technologies.

Figure 3 illustrates how human users (note that smart
autonomous devices may also be put in place of humans)
create challenges for other entities and ask them to
respond. Either the corresponding entity fails to do so or
can complete the challenges with correct responses. The
chosen challenge depends on the use case, the required
security level, and the threat level of the involved entities.

In the example of Figure 2, the organization identity
authenticates an autonomous device by providing chal-
lenges the device needs to perform to confirm its identity.
The organization decides whether the response satisfies
its request. Both upload the request and response to the
blockchain. In this case, the authentication fails if the cor-
responding entity fails to respond correctly. Otherwise,
the entity is successfully authenticated.

Multi-factor challenge-set self-sovereign identity
authentication (MFSSIA) enables cross-blockchain
interoperability by utilizing blockchain oracles. The ora-
cles are digital agents that aim to fetch external world
information into a blockchain. Data from various sources
(blood pressure monitors, PHR, EHR, etc.) are then sub-
mitted to the blockchain as transactional data.** Oracles
are used as data feeds for real-world information to be
queried by smart contracts running on blockchains and
by pushing data into data sources from the blockchain
itself.

The challenge sets in MFSSIA are stored in a decen-
tralized knowledge graph (DKG'). In DKG, information

" https://docs.origintrail.io/general/dkgintro
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is stored as a graph of entities and relationships relevant
to a specific domain or organization. DKG provides
immutable, queryable, and searchable graphs that are used
across different applications.

Results

The present section furnishes the outcomes that constitute the
responses to the research inquiries delineated in this scholarly
document. To specify the requirements for individual-centric
PHR collection and processing (sub-question 1), the “Re-
quirements for the Patient-Centric PHR Collection and -Pro-
cessing” section provides the goal model for the decentralized
person-centric e-health inter-organizational process for pre-
ventive healthcare. This goal model lays the groundwork for
the system design by capturing key functional and quality re-
quirements. To identify where conflicts arise (discussed later),
the “Integrated PHR - and EHR-Processing Privacy Conflicts
Between Healthcare Providers and Individual Patients” sec-
tion (sub-question 2) defines conflicts in the decentralized
e-health process and describes the mapping of conflicts to
specific functional goals and business processes. Finally, to
present the conflict resolution techniques, the “The Con-
flict-Resolution Techniques When Mapping the BPMN-De-
signed e-Healthcare Process to a Blockchain System” section
(sub-question 3) proposes techniques in the blockchain system
to resolve the identified data and claimer definition automati-
cally conflicts transparently and decentralized.

Requirements for the Patient-Centric PHR Collection

and - Processing

As posited by Norta et al.,>® a goal model has the poten-
tial to serve as an analytical tool for scrutinizing the issues
that arise within a socio-technical domain. The goal mod-
els act as an interface for exchanging information between
stakeholders possessing technical and non-technical
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backgrounds with the purpose of generating compre-
hensible knowledge of the e-health domain. Due to the
complexity of the goal model, we split it into two parts,
where Figure 4 defines goals related to the patient and
healthcare professional, and Figure 5 includes insurance
provider and general practitioner goals. Figures 4 and 5
depict a goal model, which delineates functional, quality,
positive, and negative emotional goals. It is important to
note that each functional goal is further subdivided into
subgoals in a hierarchical manner, with the highest level
being positioned at the top and the lowest level at the bot-
tom. In our previous research,® we use goal modeling in
requirement engineering. We use the notation described
in Ref. 57, where several symbols correspond to different
goal types. Thus, the heart shape represents the positive
emotional goal, the cloud shape defines quality goals, and
a parallelogram represents the functional goals. In this
research, we extend the goal model notation with the toke-
nized functional goals that represent the functional goals
that communicate with a blockchain. In our designed sys-
tem, we consider the M2X context, where agents can be
both human and non-human.

We put forward the suggestion of employing a utility
token that has been incorporated into a pre-existing pro-
tocol on the blockchain and is utilized to gain access to
the various services offered by said protocol. These tokens
serve as means of payment for the services provided
within their respective ecosystems in the proposed sys-
tem. Our suggestion is the introduction of a token named
“Personal Health Token (PHT)” as a utility token for the
decentralized person-centric e-health system.

In addition to the utility token, we propose the usage
of SBT tokens that are created by medical data provid-
ers such as smart devices, PHR-, and EHR systems and
include the medical data that is owned by the patient.
For example, if a patient decides that some of his health
data are useful for medical research, he proves his own-
ership with SBT to the research company. The primary
objective of the value proposition is to prevent disease

(page number not for citation purpose)

in connection with an individual who possesses self-mo-
tivated incentives and anticipates being informed and
empowered throughout the preventive course of action.
The principal value proposition of the system revolves
around the prevention of diseases in individuals. The
subgoal of providing home care involves a patient who
collects his medical data in a trustworthy manner. The
subgoal of providing ambulatory care is executed by the
general practitioner, whereas the subgoal of providing
insurance is carried out by an insurance provider. Addi-
tionally, the subgoal of onboarding stakeholders is per-
formed by an acceptor agent. The stakeholder’s objec-
tive, which is found within the system, is crucial for the
stakeholders to engage in the inter-organizational proce-
dure, while they undertake verification using a protocol
known as MFSSIA, which is based on blockchain tech-
nology.* Onboarding includes the usage of PHT tokens
for accessing authentication services. Both a health pro-
fessional and a general practitioner submit medical cases
to the insurance provider for requesting claims. The
initial objective encompasses two additional sub-objec-
tives: to monitor health status executed by the smart-
hub agent and to keep a healthy lifestyle conducted by
a healthcare specialist. The latter employs the system,
provided that he possesses self-assurance, possesses the
capability to render expert judgments, and is not over-
whelmed by the intricacies of the system.

The goal of monitoring health status encompasses
three sub-objectives: the generation of a PHR from the
data gathered by two entities, namely, a smartwatch and
an air quality home sensor; the semi-automated anal-
ysis of said PHR; and the secure sharing of the PHR,
ensuring the processing of interoperable information.
The security is provided by validating SBT to ensure the
ownership of shared data. The produced PHR possesses
the capability to be seamlessly integrated, enabling its dis-
semination among various involved parties. Following its
creation, the PHR is subsequently inserted into the block-
chain-distributed ledger, ensuring that it can be shared
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with other stakeholders while simultaneously guarantee-
ing its immutability. The objective of achieving a healthy
lifestyle encompasses two specific subgoals: evaluating
one’s present lifestyle and offering health recommenda-
tions. Guidelines are shared with a patient via blockchain
and should be usable.

The goal of providing ambulatory care encompasses
the involvement of a primary care physician who harbors

10
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apprehensions regarding being substituted by technology
and necessitates the need to maintain a sense of profes-
sionalism without experiencing excessive workload. This
objective is further divided into three sub-objectives:
establishing an interoperable EHR system, embracing
shared PHR, and administering medical diagnosis. The
created EHR is stored on a blockchain to be available for
the patient in a secure and immutable way. Adding data
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to the blockchain requires PHT. When a general practi-
tioner agrees to accept PHR, they have reservations about
the accuracy of shared data. This phenomenon can be
attributed to the potential for erroneous data generation
or the likelihood of an alternative individual asserting
ownership over the furnished data. The MFSSIA proto-
col supports the authenticated and secure way to produce
medical data and eliminates distrust. Medical data are fre-
quently stored in various standards and contexts, resulting
in semantic heterogeneity. The process of standardizing
PHR and EHR data aids in the prevention of such het-
erogeneity. Moreover, this standardization facilitates the
simplification of PHR and EHR processing. The secure,
integrable, and usable acceptance of PHR is imperative.

The provided insurance goal encompasses a total
of nine subgoals, namely, data collection, verification,
data consolidation, claim preparation, resolution of
conflicts between claimants, definition of the insurance
provider’s claim, definition of the claimant’s claim,
definition of the healthcare provider’s claim, and defi-
nition of the general practitioner’s claim. The data that
have been collected are utilized during the process of
claim preparation, and they necessitate the process of
authentication for the various sources of data within
the interorganizational framework, which is based on
the decentralized protocol known as MFSSIA. Authen-
tication is executed through the utilization of the chal-
lenge set marketplace, wherein the blockchain oracle
facilitates the provision of secure challenge sets for the
purpose of user authentication. In order to assemble
a claim, it is imperative for the insurance provider to
meticulously integrate data in a transparent manner,
resolving any potential conflicts that may arise. Both
actions are performed with smart contracts. As each
and every stakeholder incorporates business regula-
tions into their respective functional goals (namely,
delineating the claimant for insurance providers,
delineating the claimant for patients, delineating the
claimant for healthcare providers, and delineating the
claimant for general practitioners), it becomes impera-
tive for the insurance provider to address any conflicts
that may arise among the claimants. We propose to use
smart contracts to keep conflict resolution transparent
and, thus, trustable to the stakeholders involved in the
interorganizational processes. The smart contracts are
accessed by the conflict negotiator, DAO, implementing
the complex logic of conflict resolution algorithms.

Integrated PHR- and EHR-Processing Privacy Conflicts Between
Healthcare Providers and Individual Patients

In the present case, it is posited that the insurance pro-
vider is composed of three partners: a patient, a general
practitioner affiliated with a hospital, and a healthcare
professional, as depicted in Figure 1. Distinct business
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rules are taken into consideration for each stakeholder,
representing the identity of the claimant and the recipient
of payment from the insurance provider under specific cir-
cumstances. The claimant in our ongoing scenario is pos-
tulated to be determined by the measurement of systolic
blood pressure.

According to a business rule, when a patient’s systolic
blood pressure drops below 160 mmHg, the patient is
designated as the claimant; otherwise, the claimant is
a general practitioner. In common practice, a systolic
blood pressure reading of 120 mmHg is deemed as a nor-
mal value. Hence, the patient experiences no issues with
regard to blood pressure. The decision is founded upon
the supposition that in the event that the patient does
not experience any complications, their way of life is
praiseworthy, and they meet the criteria to be considered
as a beneficiary for the insurance provider. A systolic
blood pressure ranging from 120 to 160 mmHg presents
problems and necessitates the patient’s diligent attention
and engagement to restore it to a normal range. Conse-
quently, the patient also perceives themselves as a claim-
ant within this specific data slot. Systolic blood pressure
surpassing 160 mmHg poses a dangerous situation and
warrants the attention of a medical practitioner. Con-
sequently, the patient views the general practitioner as
a claimant.

According to a regulation governing the practices of a
primary care physician, it is stipulated that if a patient’s
systolic blood pressure falls below 120 mmHg, the patient
shall be classified as a claimant; conversely, when the sys-
tolic blood pressure surpasses the norm of 120 mmHg,
the claimer assumes the role of a general practitioner. In
instances where the systolic blood pressure of the patient
diverges from the anticipated norm, the primary care
physician conscientiously monitors the patient’s state and
subsequently administers the requisite medications and
interventions in accordance with the preliminary assess-
ments. Consequently, the general practitioner perceives
himself as a claimer.

To conclude, the healthcare professional adheres to
a set of business rules that assert the following: if the
patient’s systolic blood pressure is below 120 mmHg,
then the claimer is classified as a patient; in contrast,
if the systolic blood pressure exceeds 160 mmHg,
the healthcare professional assumes the role of a
claimer. In situations where the systolic blood pressure
registers between 120 and 160 mmHg, healthcare prac-
titioners exercise discretion in explicitly identifying the
claimant.

The emergence of conflicts can be attributed to the
internal regulations of all three entities involved, as illus-
trated in Figure 6. These conflicts become apparent when
a patient’s systolic blood pressure exceeds the predeter-
mined threshold of 120 mmHg.
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Functions Where Conflicts Occur

In this section, we define functional goals presented in
the goal model in Figure 4 and Figure 5 where conflicts
occur. In order to simplify the research, we have chosen
to exclude any conflicts that may arise in relation to qual-
ity and emotional objectives. The correlation between
functional objectives and potential conflicts has been pre-
sented in Table 1.

In our case, two possible conflicts are considered during
the interorganizational insurance claim process. Initially,
a data conflict may arise when an insurance provider gath-
ers and consolidates data from various sources, including
the patient’s PHR system, the healthcare provider’s EHR
system, and the healthcare professional’s records. Given
that each stakeholder may maintain data in distinct for-
mats and standards, there exists a possibility that the
amalgamated data may not correspond or synchronize
appropriately when integrated by the insurance provider,
leading to incongruous or contradictory data.

Conflicts-Based Difference of Opinion on Rules Dissense

Healthcare
Professional
Healthcare
Professional

Patient Hospital

Hospital

120 mml

Healthcare

Professional 160 mmHg

Fig. 6. The implementation of business rules has been found
to result in conflicts in behavior.

Second, a claimer definition conflict can arise when each
stakeholder defines the insurance claimer based on their
internal business rules and the data value, such as the patient’s
blood pressure reading. As illustrated in Figure 6, the rules
for proposing a claim from the patient, healthcare provider,
and healthcare professional may differ, depending on the data
circumstances. For example, if the patient’s blood pressure is
between 120 and 160 mmHg, the patient and healthcare pro-
vider will propose different claimers based on their distinct
rules. The incongruity between the definition of the claimant
gives rise to a conflict that necessitates resolution.

Processes Where Conflicts Occur

The definition of an insurance claimer entails the retrieval
of data from PHR and EHR data sources, followed by
their integration and the elimination of irrelevant data.
The insurance provider claimer definition process is
defined in Figure 7. To facilitate the interorganizational
claimer definition process, we have subdivided it into

Tuable 1. Functional goals where conflicts occur.
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three subprocesses, namely, the decision-making process
for healthcare professionals, healthcare providers, and
patients. Additionally, we shall expound on these three
internal processes utilizing the BPMN notation.

Figure 8 illustrates the internal decision-making process
undertaken by the patient, which is directed by the busi-
ness rules described earlier. At the outset, the patient ascer-
tains the presence of the requested data from the insurance
company within their PHR repository. In the event that
the requested data are not present, the patient proceeds
to record the blood pressure measurements and subse-
quently stores these new data within the PHR repository.
Subsequently, the patient retrieves the aforementioned data
from the PHR repository and shares it with other relevant
stakeholders involved in the interorganizational process.
Finally, to propose the claimer, the blood pressure value is
assessed. If the blood pressure value is equal to or less than
160 mmHg, the patient asserts themselves as the claimer.

Privacy-conflict resolution for records in blockchain-based systems

Conversely, if the blood pressure value exceeds 160 mmHg,
the healthcare provider is proposed as the claimer.

Figure 9 illustrates the internal decision-making proce-
dure for the healthcare provider, such as a hospital. Ini-
tially, the healthcare provider acquires the illness (EHR)
data from external EHR systems, which may be affiliated
with a hospital. Once the external EHR data are obtained,
it is transformed into the healthcare provider’s health data
standard and stored within its own system. Subsequently,
the imported external data are disseminated among the
other participants involved in the interorganizational pro-
cess. Lastly, the healthcare provider’s claimer proposition
is formulated based on the business rules delineated in the
“Integrated PHR- and EHR-processing privacy conflicts
between healthcare providers and individual patients” sec-
tion. This proposition encompasses three potential claim-
ants: the patient, the healthcare provider, and an unde-
fined claimer. Specifically, if the blood pressure value is

Patient Claimer Definition
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i X—=X data
Input| data exist
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claimer

Save new
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Fig. 8. Patient-claimer internal decision process. BP: blood pressure; DAO: Decentralized Autonomous Organizations; PHR:

personal health record.
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Fig. 10. Healthcare professionals assert that the internal decision-making process plays a crucial role in their practice. BP: blood
pressure (systolic blood pressure in this case); EHR: electronic health record; PHR: personal health record.

equal to or less than 120 mm Hg, the patient is suggested
as the claimer. The healthcare provider is ultimately sug-
gested as an asserter in the event that the blood pressure
falls within the range of 120 and 160 mm Hg.

Figure 10 delineates the internal process of deci-
sion-making within the realm of healthcare profession-
als. Notably, the disparity between the decision-making
processes of patients and healthcare providers lies in the
healthcare professionals’ ability to access both EHR and
PHR data. Initially, blood pressure measurements are
obtained from both PHR and EHR databases simulta-
neously. Subsequently, after eliminating extraneous data,
the healthcare professional proposes a claimant. In the
event that the blood pressure is equal to or below 120
mmHg, the patient is presented with a claim. However, if
the blood pressure falls between 120 and 160 mmHg, the
claimant remains undefined. Lastly, if the blood pressure
surpasses or equals 160 mmHg, the healthcare profes-
sional presents himself as a claimant. The incorporation
of EHR and PHR integration is founded on our prior
research,® while the regulations for the claimant proposal
are expounded upon in Figure 6.

The Conflict-Resolution Techniques When Mapping the Bpmn-
Designed E-Healthcare Process to a Blockchain System
In this section, we provide the conflict-resolution tech-
niques that support automatic resolution of conflicts
occurring in the e-health interorganizational processes.
In our running case, two possible conflicts result from
internal business rules- or collected medical data
differences.

This study posits the utilization of a DAO as a con-
flict resolution mechanism in decentralized e-health sys-
tems. The conflict resolution process for medical data
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consistency in the insurance provider process is depicted
in Figure 11. Initially, the insurance provider gathers med-
ical data from three sources, namely, patients, healthcare
providers, and general practitioners, to prepare a claim.
Subsequently, the collected data undergo validation to
ascertain its integrity. Following the validation process,
the DAO either approves or disapproves the data’s valid-
ity. Based on the final validation outcome, a claim can be
generated.

Figure 12 explains how data validation from a sin-
gle data source is performed in more detail. The exact
process is performed for all three medical data owners:
patient, healthcare provider, and general practitioner. The
DAO employs a consensus algorithm that necessitates
all nodes to reevaluate the incoming data. The data are
deemed valid only if a majority of nodes, exceeding 50%,
concur that it is accurate. Conversely, if the data fail to
garner sufficient agreement, it is regarded as tampered
with and consequently unsuitable for utilization in claim
preparation.

Finally, the single-node medical data validation pro-
cess is delineated by Figure 13 within the context of the
comprehensive data validation managed by the DAO.
Within this process, every blockchain node affiliated with
the DAO undertakes an examination of the medical data
under scrutiny. The node requests specific medical data,
such as a blood pressure reading, from the original data
source, such as the patient’s PHR system. The node then
compares the data from the source to the data being val-
idated on the blockchain. If the data match exactly, the
node considers it valid and confirms this through its vote
in the consensus algorithm. In the event that the data fail
to correspond, a disparity arises between the initial data
source and the data stored on the blockchain. Under such
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circumstances, the node deems the data as either invalid
or tampered with, consequently dismissing it through a
voting process that opposes its validity within the consen-
sus algorithm.

Having each node directly check the data from the
source can identify issues with data tampering, even if a
subset of nodes are malicious. The consensus algorithm
verifies valid data if most nodes’ validation checks suc-
ceed. This redundant validation by each node provides
greater security and accuracy in identifying data tamper-
ing than relying on a centralized validator.

In the decentralized architecture we have pro-
posed, individual units known as ‘nodes’ participate
in a decision-making process to validate the accuracy
and integrity of data. Such a process is governed by
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a DAO, which serves as a conflict resolver. Each node
casts a vote to either confirm or reject the validity
of the data in question. Once all votes are collected,
a final decision is made based on the majority con-
sensus among the nodes. In essence, if a majority of
nodes reach a consensus regarding the validity of the
data, it is deemed acceptable; otherwise, it is deemed
unacceptable and subsequently rejected. This demo-
cratic approach ensures a more robust and transparent
validation process.

Evaluation and Discussion

The section provides the evaluation of this work using the
multi-method evaluation approach that DSR infers. First,
we perform a formal evaluation with CPN and further
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provide the discussion of CPN evaluation results and
implications of the main results of this work with other
related literature. Then, we present a PoC prototype im-
plementing the workflow evaluated by the CPN.

First, we evaluate the conflict-resolution process with
CPN modeling. The conflict-resolution process in the
CPN model has multiple layers. The top layer is the inter-
nal processes of stakeholders. Then, the assessment of the
given CPN is presented, followed by the PoC prototype
implementation. Finally, the current results compared
with similar research discussed.

CPN Formal Evaluation of the Claimer Definition Conflict
Resolution Process

The classical Petri net is a directed bipartite graph with
two node types called places and transitions. The nodes
are connected via directed arcs. Connections between two
nodes of the same type are not allowed. Places are repre-
sented by circles and transitions by rectangles.®’

To assess the claimant’s characterization of the conflict
resolution process, we propose a structured CPN model®
for the identification and rectification of potential design
deficiencies, absence of specifications, as well as security
and privacy concerns.

The full CPN model description can be found in the
technical report.®® Our evaluation model focuses on a
decentralized data-sharing process and omits all func-
tional goals defined in Figure 4 and Figure 5.

These goals are related to conflict occurrence and reso-
lution. The goals covered by the CPN model are:

* Propose insurance claimer
* Collect data

* Share PHR

* Resolve data conflict

* Resolve claimer conflict.

We use the formalization of the eSourcing framework,®
where Workflow nets (WF-nets) are contained. Thus, the
CPN models for stakeholders’ internal processes are ar-
ranged, so the control flow resembles the eSourcing for-
malization. WF-net defines the dynamic behavior of a
single case in isolation.

WF-nets are a formalization for describing pro-
cess models in parallel and distributed systems.”
Research’ describes a WF-net as a Petri net that has
a 3-tuple N = (P, T F), where P and T are two disjoint
and finite sets that are, respectively, called places
(circles visualize them) and transitions (rectan-
gles represent them), and F < (P X T) u (T X P) is
a set of flow relations in N. The set F is a subset of
the union of the cartesian product of P and T with
the cartesian product of 7 and P. P X T represents
the Cartesian product of sets P and 7. The cartesian
product consists of all possible ordered pairs where
the first element is from set P, and the second element
is from set 7.

Figure 14 depicts the WF-net that has a unique start
place and a unique end place with one token in the start
place (all other places are empty). All nodes lead from
the start to the end place such that when the enactment
is complete, only one token is in the unique end place,
and all other places are empty.'' It should be noted that
a WF-net specifies the dynamic behavior of a single case

Fig. 14. Workflow net example.”
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Fig. 15. The CPN model’s external layer defines the interorganizational process. CPN: Colored Petri Nets.

in isolation. This means that every piece of work is exe-
cuted for a specific case, which is also called a workflow
instance.®’

Formalized Setup Top-Level

Figure 15 illustrates the procedural aspects involved in
the formulation of a claim that encompasses multiple
organizational entities. To assemble a medical claim,
the insurance provider procures healthcare data from
diverse origins, such as patient records, healthcare provider
systems, and systems utilized by healthcare specialists.
Data collection- and claimer definition internal pro-
cesses involve interaction with stakeholders’ decentralized
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systems. We use different colors for internal processes to
better visualize an interorganizational process. The pa-
tient’s internal process is shown in red, the healthcare pro-
vider in brown, and the healthcare professional in green.
Our CPN model is based on the BPMN processes as
defined earlier in this article. The whole insurance pro-
vider claimer definition process is derived from Figure 10.
The CPN layers that define processes encapsulating the
internal claimer definition of business logic are based on
the BPMN processes. Modeling internal claimer defini-
tion processes enables conflict occurrence and simulation
when evaluating the CPN model. The mapping between
BPMN diagrams and CPN model layers of patient-,
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healthcare professional-, and healthcare provider claimer
definition processes is shown in Table 2.

The claim preparation process starts from a unique
start place with two tokens describing independent
process identifiers. The model design supports several
parallel process executions when providing process
identifiers for each place. All transitions performed
by insurance provider are marked with blue color and
start with prefix IP_. Subsequently, the initiation of
the IP_assign patient data specification transition is
instigated, thereby commencing the internal process
of the patient. The patient’s internal process has two
outputs—blood pressure measurement and claimer
proposal. The same workflow exists for both healthcare
providers and healthcare professionals. The claimer
definition is based on the internal rules described in
Figure 6.

When all three internal processes are executed, the
transition Collect claimers is triggered with three inputs
defining the claimer proposed by each stakeholder. The
Find claimer consensus transition processes all three pro-
posed claimers and selects one based on the consensus
algorithm.

Before a claim can be prepared, another process runs
in parallel with the claimer definition—collected blood
pressure measurement validation. This process verifies the
potential compromise of data and subsequently resolves
any discrepancies that may arise in the event of data diver-
gence. After consensus algorithms agree with the claimer
and blood pressure measurements, the Prepare claim
transition takes place.

Interorganizational Stakeholders’ Internal Workflows
Processing Integrated EHRs and PHRs

To depict the workflows of different stakeholders, we
employ substitution transitions that entail subnets that
elaborate on the activities linked to a transition. The sub-
net that is linked with a transition is commonly denoted
as a subpage within academic discourse. The utilization
of the CPN formalism enables the hierarchical arrange-
ment of subpages to an indefinite extent, thereby facili-
tating the representation of system descriptions at diverse
levels of intricacy.”

In order to enhance the collaborative scenario we fur-
ther augment it by incorporating a simulation utilizing
CPN. Additionally, we incorporate the conflict scenario
into the quantitatively simulatable model. To organize the
overall CPN model,?> we divide it into multiple subpages,
as shown in Table 3.

Figure 16 depicts a screenshot derived from CPN tools,
which presents the hierarchical arrangement of sub-
pages within the design model. These subpages, serving

> https://goo.by/JOQJ8
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Tuble 2. Internal claimer definition process mapping from BPMN
diagrams to CPN model layers.

BPMN Process CPN Layer

Patient-claimer internal
decision process (Figure 8)

Patient internal process

Healthcare-provider claimer
internal decision process

(Figure 9)

Healthcare professional claimer
internal decision process (Figure 10)

Healthcare provider
internal process

Healthcare professional
internal process

BPMN: Business Process Model and Notation; CPN: Colored Petri Nets.

as reusable components, contribute to enhancing the
comprehensibility of the intricate model. Within this
framework, the principal page, referred to as “External,”
assumes the role of delineating the interorganizational
protocol for the preparation of an insurance claim. The
internal procedures of different stakeholders, namely, the
Patient internal process, Hospital internal process, and
Healthcare professional internal process, are encompassed
within separate subpages. Conflict resolution is carried
out at a higher level of the process, specifically within the
subpages dedicated to Insurance claim data validation
and the attainment of consensus among claimants.

CPN Model Evaluation

We assess our model using two different approaches. First,
we evaluate the original model through simulation in CPN
Tools, ensuring that all initial tokens lead to the unique
final state of the model. Given the complexity of the pro-
vided CPN model, we conduct a state-space analysis for
each subpage individually. If the page incorporates any of
the subpages, we imitate its output. This imitation involves
substituting the actual execution of the subpage with a single
element that generates constant data. By doing so, we main-
tain the integrity of the main page flow while reducing the
complexity of the state-space analysis. The predetermined
values are established based on the potential outcomes of
the subpage. Throughout the state-space analysis, we com-
pute and present all reachable states and state changes of the
CPN model as a directed graph. The graph presents states
as nodes and occurring events as arcs. The main goal of the
state-space analysis is to describe the system’s behavior and
check that there are no deadlocks, a given state is always
reachable, and the given service is always delivered.”

The report on state-space provides an account of
both home and liveness properties. The first ones per-
tain to a specific home marking that is accessible from
any reachable marking. In our scenario, each process
associated with a subpage will ultimately reach its ter-
minal state. On the other hand, the liveness properties
delineate markings without active binding elements. A
marking without activity can be both a dead marking
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Tuble 3. Subpages in the CPN model’s hierarchy.

Privacy-conflict resolution for records in blockchain-based systems

Subpage

Meaning

Patient internal process

Hospital internal process

Healthcare professional internal process
Data tampering

Collect data

Define patient claimer

Define healthcare professional claimer

Define hospital claimer

Patient data collection- and claimer definition processes

General practitioner data collection- and claimer definition processes
Healthcare professional data collection- and claimer definition processes
Data tampering process that takes place during the data collection

Data collection process

Patient claimer definition process

Healthcare professional claimer definition process

Hospital claimer definition process

Insurance claims data validation
Data validation
Node validation

Find claimer consensus

Process of validating all collected data from different stakeholders
Process of validating blood pressure measurement by several nodes
Blood pressure measurement validation process performed by a single node

Final claimer consensus process

CPN: Colored Petri Nets.

¥ExternalLayer
¥ Patient internal process
Data tampering
Collect data (2]
Define patient claimer
¥Healthcare professional internall process
Collect data (1)
Define healthcare professional claimer
¥Insurance claim data validation
¥ Data validation (3)
¥Mode validation (2]
Collect data (&)
¥ Data validation (2]
¥MNode validation (2]
Collect data (5]
¥ Data validation (1)
¥Mode validation (1)
Collect data (4]
¥ Hospital internal process
Collect data (3]
Define hospital claimer
Find claimer consensus
Prepare claim

Fig. 16. CPN model page hierarchy. CPN: Colored Petri
Nets.

and a home marking simultaneously, as any marking
can be accessed from itself via a trivial occurrence
sequence of zero length. Following this, the state space
report delineates live transitions. In an academic con-
text, a transition is deemed live when it is perpetually
feasible to identify a sequence of occurrences that
include the transition from any attainable marking.
The state-space report provides an account of inac-
tive transitions. A transition is classified as inactive if
it is either enabled or unattainable. These transitions
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delineate the functionality of a model that can never
be executed.”™

All reports analyzing the state space are based on each
subpage found within the presented CPN model, as indi-
cated by the corresponding tables provided later. The ini-
tial files of the state-space analysis report can be accessed
online.’?

According to the findings presented in Table 4, it is
evident that loops are inherent in the process of data
collection. The data repository contains information
about various processes, and the data collection process
continues to retrieve data until it locates information
associated with the ongoing process. All subpages in our
process do not contain any dead and live transitions,
indicating the absence of unused components. Notably,
the state of all subpages aligns with that of home and
dead markings.

Proof-of-Concept Prototype Implementation for the Running Case
This study introduces the implementation of a prototype
for the e-health data-sharing process’ developed in scope
of Ref. 76. In our specific context, we propose the utili-
zation of Polygon’ Smart Contracts (SCs) for the insur-
ance provider system. At the same time, Ethereum SCs
are recommended for the patient, hospital, and health-
care professional systems. The Polygon network is built
on a high-throughput blockchain architecture, where each
checkpoint selects a group of block producers to achieve
consensus. The validation of blocks is conducted through
a PoS layer, which also periodically updates the Ethereum
mainnet with the proofs provided by the block produc-
ers. To enhance scalability and enable interoperability
between different blockchain-based systems, we employ
Polkadot,” which facilitates secure and trust-free commu-
nication among specialized blockchains.

*https://goo.by/QalSC
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Tuable 4. State-space analysis results for CPN model subpages.

Subpage Loops Home Marking Dead Marking Dead Transitions Live Transitions
Patient internal process No Yes Yes No No
Healthcare professional internal process No Yes Yes No No
Hospital internal process No Yes Yes No No
Define patient claimer No Yes Yes No No
Define healthcare professional claimer No Yes Yes No No
Define hospital claimer No Yes Yes No No
Find claimer consensus No Yes Yes No No
Collect data Yes Yes Yes No No
Data tampering No No Yes No No
Data validation No Yes Yes No No
Node validation No Yes Yes No No
External layer No Yes Yes No No
Prepare claim No Yes Yes No No
CPN: Colored Petri Nets.

In the decentralized web environment facilitated
by the Polkadot foundational layer, users exercise
authority over their data. This prototype comprises eHedlth [ connected: oxoce2..e385

three primary blockchain-based elements. Specifically,
it encompasses two distinct applications for inputting
medical records, namely, those of the patient and
the doctor. Additionally, it incorporates an applica-
tion that executes the interorganizational procedure
involving the insurance provider alongside a DAO
smart contract that undertakes data comparison in
the event of conflicts and provides reliable data. The
PoC prototype under consideration focuses on the sce-
nario where the patient and doctor input blood pres-
sure measurements.

Figure 17 presents a screenshot of the patient’s appli-
cation interface, explicitly showcasing the input of blood
pressure measurements. This application is integrated
with the Metamask wallet, enabling the sharing of entered
data through a smart contract. Notably, the application
incorporates deploying a smart contract on the Ethereum
Blockchain.

Figure 18 visually represents a conflict that arises
while collecting data. The depicted scenario exempli-
fies a discrepancy between the blood pressure mea-
surements recorded by the patient and those docu-
mented by the doctor. In such instances, the data are
transmitted to a DAO, which assumes the responsibil-
ity of validating the data and resolving any potential
conflicts.

The interorganizational process is implemented with
the Polkadot parachain that enables cross-blockchain
communication. We implement an application-specific
blockchain-based module with the Substrate framework.”
The insurance provider’s application runs as a Substrate
backend local node.
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Patient App
Welcome Sanam!
Last Blood Pressure Reading:
140/110

New Blood Pressure Reading:

Sys mmHg DIA mmHg

& Write a message in the text-field above.

Add Reading

Fig. 17. Screenshot of a patient’s application.

Discussions of Research Implications on Similar Works

This research proposes that blockchain enables auton-
omous conflict resolution transparently without a sin-
gle point of trust. Also, blockchain and smart contract
technologies support personalized e-health services that
include several stakeholders while ensuring the individu-
al’s ownership of healthcare data. The rise of the M2X
economy and non-human agents in the interorganiza-
tional processes require new authentication methods
based on the multifactor challenge set mechanism. Such
an approach enables new interorganizational processes in
situations with a lack of trust between stakeholders. Eval-
uation with CPN shows that such a process can be feasi-
ble with the example of decentralized e-health insurance.
Still, we do not have empirical in vivo proof that this is
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Fig 18. Insurance provider’s data collection screenshot.

possible; instead, this paper yields the in vitro feasibility
proof. The possibility of autonomous conflict resolution
in decentralized e-health enables the valuable usage of the
person’s health data across different industries in a trust-
able and transparent way. Finally, the implementation of
the PoC prototype shows that the running case can be im-
plemented with the current state-of-the-art decentralized
technologies.

Our research is based on work by Narendra and col-
leagues,!" where the authors propose conflict resolution
with negotiation depending on the conflict type. This
study provides the framework for autonomous partici-
pants united in Virtual Enterprises (VE) that proposes the
layered structure presenting different business logic con-
texts. Research shows that conflicts occur on the interorga-
nizational, external layer. Our paper adapts the approach
defined in Ref. 11 to the e-health domain. The healthcare
use case confirms that conflicts occur in the interorganiza-
tional collaboration layer because different stakeholders
can have e-health data that differ from each other. Also,
the business decisions of each stakeholder can differ from
others as all participants have their internal processes.

Stahnke and colleagues®® state that blockchain tech-
nology enables the enforcement of interorganizational
workflows. To establish reliable workflows acceptable to
all stakeholders involved in interorganizational processes,
it is necessary to design and validate these workflows
using CPN before converting them into smart contracts.
While CPN is employed to validate interorganizational
processes, it is important to acknowledge the requirement
for legally relevant smart contracts and the necessary
support.

A study by Park and colleagues®' suggests incorporat-
ing Enterprise Resource Planning (ERP) systems into
the business process simulation model to utilize real-life
data in the CPN-designed simulation process. Park and
van der Aalst® aim to overcome the complexity of ERP
systems by implementing a framework that allows to inte-
grate them into the simulation processes. However, we
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differ from this approach as we refrain from introducing
real-life components into the simulation due to the sen-
sitive nature of e-health data. Additionally, we assume
an unlimited number of stakeholders and their internal
systems participating in interorganizational e-health pro-
cesses. Consequently, the integration of individual sys-
tems does not yield any additional value.

In their work, Jadav and colleagues®? focused on using
Al to discover wearable attacks and share healthcare data
with a public blockchain. The authors propose the usage
of blockchain technology for data immutability. In our
research, we also state that blockchain technology enables
e-health data immutability, but we do not focus on Al
usage to discover data tampering. Still, the interorgani-
zational process design proposed in this paper allows for
integrating non-human actors such as Al agents.

The DeepBlockShield framework proposed by Kim
and Kim* aims to solve medical data leakage issues with
blockchain technology. The corresponding solution pro-
poses to store data on a blockchain while providing access
to special agents. In our research, we assume that medical
data can be stored not only on a blockchain and propose
the MFSSIA framework to establish safe collaboration
between different stakeholders when sharing the e-health
data.

A recent study by Abbas and colleagues* proposed a
framework for secure sharing and accessing data from
wearable devices, utilizing blockchain technology to
ensure data transmission security and management
between interconnected nodes. The authors have assessed
the effectiveness of their research outcomes in terms of
accuracy, precision ratio, average trust value, and response
time. In our research, we employed the formal CPN Tools
to evaluate the design process and ensure no design issues.
Furthermore, our designed process emphasizes resolving
data processing conflicts in addition to addressing secu-
rity concerns.

This article primarily focuses on the technical aspects
of Dblockchain implementation in healthcare data
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management, specifically in integrating personal and
EHRs. Given this technical orientation, this study does
not directly involve human subjects or collected data
where race or ethnicity would be relevant factors.

In cases like these, where the research is centered on
technology development rather than on human subjects,
collecting race or ethnicity data is not applicable. Our
study is more concerned with the systemic and technologi-
cal challenges and solutions in healthcare data integration
rather than with end-users’ demographic characteristics.
However, in the broader deployment context, such factors
influence the implementation of healthcare technology
and its societal impacts.

Conclusions

In this paper, we research automatic conflict resolution in
decentralized e-healthcare systems with blockchain tech-
nology. The latter enables autonomous and transparent
interorganizational processes and a trustful conflict-res-
olution mechanism without involving a central authority.
Our proposed approach is based on several scientific meth-
ods, such as DSR, CPN modeling, and frameworks, such
as T-DM, eSourcing, and MFSSIA. We use T-DM for a
blockchain-based system-requirement definition to lay
the foundation for the system’s architecture design, token
economy defining on-chain transaction sets, and dynamic
protocol development. Also, we map T-DM-defined func-
tional goals where conflicts occur to the BPMN process no-
tations. Finally, we evaluate our research results with CPN
as it validates conflict-resolution concepts defined with
T-DM in the running process. Our evaluation includes a
PoC prototype implementation of the running case. With
both the CPN’s and prototype’s PoC evaluation, we ensure
that research can be used in real-time processes.

We propose to use a DAO as an automatic conflict-re-
solver when processing and mapping personal e-health
data into interorganizational processes. The require-
ments for automatic conflict resolution are the creation
of both PHR and EHR data by several stakeholders in
the decentralized environment. Such stakeholders shall
be onboarded and authenticated with MFFSIA to agree
on the e-health data sharing and usage conflict-resolution
techniques used by a DAO. The e-health data from differ-
ent sources shall be merged before its usage. After defining
the requirement to the e-health data collection and pro-
cessing, we propose two types of conflicts—internal busi-
ness rule and data difference conflicts. Finally, we propose
that in case of a data-difference conflict, the decentral-
ized system rechecks the data by several nodes and then
decides which data are correct.

There are several limitations inherent in our research.
First, we need to comprehensively evaluate the inte-
grated MFSSIA in the context of interorganizational
data-sharing processes. Additionally, this study has
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not thoroughly defined the specific challenges faced in
implementing e-health systems. Furthermore, the con-
cept of a token economy, which involves the sharing
of community income between content producers and
service users who contribute value, is beyond the scope
of this paper. Consequently, the aspects of the token
economy and transaction costs are not addressed in our
research.

Preserving user data privacy is of utmost importance,
as failure to do so can have legal implications. However,
this study does not explore the legal aspects related to
privacy protection in user data. Therefore, the accep-
tance and implementation of the proposed techniques
are contingent upon the legal jurisdiction of the coun-
try and the hospital’s compliance with relevant laws and
regulations.

We work on the e-health-specific challenge-set rules for
MFSSIA. After implementing a PoC prototype, we plan to
collaborate with healthcare providers to test our research
results with real use cases. Also, future work is related to
solving the challenges associated with the heterogeneity
of the socioadministrative environment. In the proposed
design, we define agreements between stakeholders with
immutable smart contracts. The future work is related to
overcoming this challenge with e-health smart-contract
lifecycle development that enables the adoption of the
changes in real-life agreements to the ones defined by
smart contracts.

Finally, interoperability of e-healthcare data is one of
the biggest challenges in e-healthcare. Using common
standards, such as SNOMED CT, HL7, LOINC, etc.,
aims to solve this issue. At the same time, as we con-
sider the interorganizational process to be flexible and to
support an unlimited number of stakeholders, there are
challenges related to data privacy and interoperability.
We assume that both human- and non-human partic-
ipants in the M2X context must authenticate with the
MFSSIA framework to access such processes. As MFS-
SIA uses challenge sets and responses-based identity
authentication, the supported e-health data standards
can be a part of challenge sets that will be developed in
the future. Future work also includes adopting Al agents
that can be utilized in different interorganizational
process phases, such as MFSSIA authentication,
e-health data collection, and conflict resolution, with
more to come.
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Appendix
3-tuple N: Antuple is a finite sequence or ordered list of numbers or, more generally, mathematical objects, which are called
the elements of the tuple. A 3-tuple is called a triple (or triplet). The number n can be any non-negative integer.

Agent-oriented modeling (AOM): Used in organization and information system modeling for providing intentional de-
scriptions of processes as a network of relationships among actors. As such, they capture and represent goals, dependen-
cies, intentions, beliefs, alternatives, etc.

Algorithmic decision systems (ADS): The delegation of decision-making and implementation to machines.

Bipartite graph: A graph where the vertices can be divided into two disjoint sets such that all edges connect a vertex in one
set to a vertex in another set.

Business Process Model and Notation (BPMN): A graphical representation for specifying business processes in a business
process model.

Colored Petri Net (CPN)® Model: Backward-compatible extension of the mathematical concept of Petri nets.

Colored Petri Nets (CPNs): Extend the vocabulary of ordinary Petri Nets and add features that make them suitable for
modeling large systems.

Copyright Ownership: This is an open-access article distributed in accordance with the Creative Commons Attribution
Non-Commercial (CC BY-NC 4.0) license, which permits others to distribute, adapt, and enhance this work non-com-
mercially, and license their derivative works on different terms, provided the original work is properly cited, and the use is
non-commercial. See: http://creativecommons.org/licenses/by-nc/4.0.

Decentralized Autonomous Organizations (DAOs): An entity in which all members participate in decision-making because
there is no central authority.

Article 7 in the Charter of Fundamental Rights of the European Union: As defined in the Charter of Fundamental Rights
of the European Union," Article 7 is the right of any individual to respect their private and family life, home, and
correspondence.

DeepBlockShield: A model that implements secure sharing of clinical data. It adopts a two-way user verification and asyn-
chronous information provision methodology to enhance the security of clinical data.

Design Science Research Cycles: The process that includes six steps: problem identification and motivation, objectives for
a solution, design and development, evaluation, and communication.

Design-science research (DSR): Research that invents a new purposeful artifact to address a generalized type of problem
and evaluates its utility for solving problems of that type.

Electronic Health (EHR): A patient’s data created by healthcare professionals and stored digitally.

Enterprise Resource Planning (ERP): A type of software that organizations use to manage their day-to-day activities and
streamline business processes. ERP systems integrate various functions across different departments, such as finance,
human resources, procurement, manufacturing, supply chain management, and more, into a single unified platform.

Ethereum mainnet: The primary public Ethereum production blockchain, where actual-value transactions occur on the
distributed ledger. Ethereum uses a proof-of-stake (PoS) where validation is based not on the resources spent on mathe-
matical problem-solving but on a node’s reputation.

European Data Protection Board (EDPB): European Union independent body with juridical personality whose purpose is
to ensure consistent application of the General Data Protection Regulation and to promote cooperation among the EU’s
data protection authorities.

Graph Model for Conflict Resolution (GMCR): A flexible tool for use in strategic management within a competitive
environment.

Health Level Seven International (HL7): A clinical result reporting standard that is now ubiquitous in healthcare systems
around the world.

Hidden Markov Models (HMM): Sequence models. That is, given a sequence of inputs, such as words, an HMM will com-
pute a sequence of outputs of the same length. An HMM model is a graph where nodes are probability distributions over
labels and edges, giving the probability of transitioning from one node to the other.

Internet of Things (IoT): The collective network of connected devices and the technology that facilitates communication
between devices and the cloud, as well as between the devices themselves.
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Logical Observation Identifiers Names and Codes (LOINC®): Clinical terminology that is important for laboratory test
orders and results and is one of a suite of designated standards for use in U.S. Federal Government systems for the elec-
tronic exchange of clinical health information.

Merkle tree or hash tree: Ensures that the transactions stored on a blockchain are correlated through mathematical hashes.
Metamask wallet: Software cryptocurrency wallet used to interact with the Ethereum blockchain.

Multi-agent systems (MAS): A computerized system composed of multiple interacting intelligent agents. Multiagent sys-
tems can solve problems that are difficult or impossible for an individual agent or a monolithic system to solve.

Multifactor challenge-set self-sovereign identity authentication (MFSSIA): Enables cross-blockchain interoperability by
utilizing blockchain oracles.

Parachains: Blockchains connected to the relay chain of Polkadot or Kusama. They are application-specific data struc-
tures that validate transactions using the relay chain, an underlying structure that supports secure communication between
all connected blockchains, also known as parachains.

Personal health record (PHR): An individual’s electronic health-related information.

Personal Health Token (PHT): A utility token for the decentralized person-centric e-health system.

Polkadot: Enables cross-blockchain transfers of any type of data or asset, not just tokens. Connecting to Polkadot gives
the ability to interoperate with a wide variety of blockchains in the Polkadot network.

Proof-of-concept (PoC): Also known as proof of principle, it is a realization of a certain method or idea in order to demon-
strate its feasibility or a demonstration in principle with the aim of verifying that some concept or theory has practical
potential. A proof of concept is usually small and may or may not be complete.

Proof-of-work (PoW) consensus algorithm: A decentralized consensus mechanism that requires network members to ex-
pend effort in solving an encrypted hexadecimal number. Proof of work is also called mining, in reference to receiving a
reward for work done.

SNOMED CT or SNOMED: A systematically organized computer-processable collection of medical terms providing
codes, terms, synonyms, and definitions used in clinical documentation and reporting.

Software Development Lifecycle (SDLC): The cost-effective and time-efficient process that development teams use to de-
sign and build high-quality software. The goal of SDLC is to minimize project risks through forward planning so that
software meets customer expectations during production and beyond.

“Soulbound” tokens (SBT): A type of token that can only be owned and transferred by a specific address. This means that
once a Soulbound token is created and assigned to an address, it cannot be transferred or owned by any other address.

Spanish Data Protection Authority (AEPD): An independent agency of the government of Spain that oversees the compli-
ance with the legal provisions on the protection of personal data.

Standard Contractual Clauses (SCC): Documentation by the EC; this update is a significant step in ensuring robust and
up-to-date data protection measures in cross-border data transfers.

Test Data Management (TDM): The process for providing controlled data access to modern teams throughout the Soft-
ware Development Lifecycle (SDLC).

Utility- and non-transferable “soulbound” tokens (SBT): Also called “a non-transferrable token,” it is a type of NFT that
cannot be transferred or sold to another wallet. These types of tokens are often used to represent credentials, affiliations,
achievements, or memberships.

WF-nets: A formalization for describing process models in parallel and distributed systems.
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